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eXtensible Markup Language (XML)
Header /qaijizlzzﬁﬂlgég 0asis:names: to: ETquenPyD

L8 L =1
<identifier ocdayaHIHOOO1</identifier:>
rrhih@sarvodaya. lk</sender>

<sent>2006-07-21T13:40:01+05:30</sent>
Target Name Space <status>Exercise<d/status>

<info>
(Assoaauon)/' AR
<resourceDesc>audio file (mpg)</rescourceDesc>

Openlng tag <uri>http://www.hih.sarvodaya.org/getalertaudio en</uri>

</resource>
<area>

<areaDesc>All coastal regions of Sri Lanka </areaDesc>

. </area>
Closing tag >.c/inta>
———_——__—_““————>ifalertﬂ

O Whatis XML?

B Markup language like HTML

B Designed to carry and store data

B Self descriptive

B  W3C recommendation — (http://www.w3schools.com/w3c/w3c_xml.asp)

Why Use XML?

B Interoperable: xml data can be shared between incompatible systems
B Well Formed: adheres to correct syntax

B Validation: structure: Document Type Definition or XML Schemas

B Accessibility: Document Object Model defines the text & attributes
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http://www.w3schools.com/w3c/w3c_xml.asp

Common Alerting Protocol Overview

O 0O 0O 0 O

O

O O

O

All you want to know in "CAP Cookbook”
XML Schema and Document Object Model
Interoperable Emergency Communication Standard

Specifically geared for Communicating Complete
Alerts

Capability for Digital encryption and signature X.509

Developed by OASIS for “all-hazards”
communication

Adopted by ITU-T for Recommendations X.1303

Incubated by W3C
Emergency Information Interoperability Framework

Used by USA, USGS, WMO, Gov of CA

Can be used as a guide to generate alerts
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http://www.incident.com/cookbook/index.php/Welcome_to_the_CAP_Cookbook
http://www.ibm.com/developerworks/library/x-capatom/
http://www.oasis-open.org/committees/download.php/15135/emergency-CAPv1.1-Corrected_DOM.pdf
http://www.itu.int/rec/T-REC-X.1303-200709-I/en
http://www.itu.int/rec/T-REC-X.1303-200709-I/en
http://www.w3.org/2005/Incubator/eiif/wiki/Main_Page

CAP Document Object Model

Bold elements are
mandatory

Bold elements in
<Alert> segment are
qualifiers

Others elements are
optional

Profile may specify
other mandatory
IeIements from optional
ist

Single <Alert>
segment

Multiple <Info>
segments inside
<Alert> segment

Multiple <Area> and
<Resource> segments
inside a <info>
segment

(*) indicates multiple
instances are
permitted

Info

Language

Category

Event*

responseType
Urgency

Severity

Certainty

Audience

eventCode*

Effective (datetime)
Onset (datetime)
Expires (datetime)
senderName

Headline

Description
Instruction

Web (InformationURL)
Contact (contact details)
Parameter*

Alert

identifier

sender

Sent

Status

msgType

Source

Scope

Restriction

Address

Code (handling code)
Note

References (Ref ID)
Incidents (Incident ID)

Resource
resourceDesc
mimeType

Size

URI

derefURI
digest

Area
areaDesc
Polygon*
Circle*
Geocode*
Altitude
Ceiling
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Predefined values

CAP Element Predefined Values
<Status> Actual, Exercise, System, Test, Draft
<msgType> Alert, Update, Cancel, Ack, Error
<Scope> Public, Restricted, Private
<Language> en, fr, si, tm, ...| codes ISO 639-1
<Category> Geo, Met, Safety, Security, Rescue, Fire,
Health, Env, Transport, Infra, CNRNE, Other |
<responseType> | Shelter, Evacuate, Prepare, Execute, Monitor, @®
Assess, None ¢
<Urgency> Immediate, Expected, Future, Past, unknown %
<Severity> Extreme, Sever, Moderate, Minor, Unknown g
<Certainty> Observed, Likely, Possible, Unlikely, Unknown EE
<Area> b-WGS 84 %



Prioritizing Messages in CAP

Priority <urgency> <severity> <certainty>
Urgent Immediate Extreme Observed
High Expected Severe Observed
Medium Expected Moderate Observed
Low Expected Unknown Likely

<Language>en-US</ language >
coategory>lec</category>
cevent-Caregory 4 CyelonsL/events
<EESp 0N 1 >k responacTyper
CUrifency>EXpecte L Uur feEncy >
<peverity>»Sever</severity:
certainty>Chaerved</certai
<ceffeckives:Z006-] TO8:30:00 00O0d00OH06:00</effectives
<expires>2006—-10-11T12:00: 00 JO000d04+06:00</ expiress

www.lirneasia.net



Steps for setting up a CAP Profile

O Audience <Scope>
B Alert First Responders only (i.e. closed user group)
0 Example: police, health workers, civil society, public servants
B Alert Public (entire population)
B Combination of First Responders and Public
[0 step 1: alert First-Responders to give them time to prepare
O Step 2: warn public

[0 Geographical Descriptions <Area>
B Country wide
B Province or State
B District
B Other - Geocodes or GPS polygons

Audience

Geography

[0 National <Languages> Language
B English only or Chinese only or Malay only

B English, Hindi, Chinese, and Malay

Technology

4. Communication Technology?
B Mobile phones - SMS, CB, Email, Applet
TV - Text, Audio, Visual
AM/FM Radio - Text, Audio
VHF/UHF Radio - Audio
Internet - HTTP, Email, Webservices



CAP Profile for Sri Lanka

(s

<incidents>
<identifier>
<sender>
<sent>
<status>
<msgtype>
<scope>

-

~

T

/i nfo \

<language> ‘ta’
<category>
<event>
<urgency>
<severity>
<certainty>
<description>

N J

T

<language> ‘si
<category>
<event>
<urgency>
<severity>
<certainty>
<description>

/info

(it

<language> ‘en’
<category>
<event>
<urgency>
<severity>

<certainty>
<description>

\

3 info segments to
accommodate the
3 local languages:
English, Sinhala,

and Tamil.

-
resource

<resourceDesc>
\_

-
area

<areaDesc>

AN
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Cyclone Bulletin used in HazInfo Exercises

Last-Mile HazInfo Simulation. No Repeat No Real Event is Effect

TROPICAL CYCLONE ADVICE NUMBER 001
Issued at 09:55 am on Monday, December 11, 2006
BY Sri Lanka Met Department

A SEVERE CATEGORY 4 CYCLONE is now current for AMPARA and MATARA District

coastal areas. At 06:00 am local time SEVERE TROPICAL CYCLONE MONTY was estimated to be

80 kilometres northeast of Ampara District and moving southwest at 10 kilometres per hour.
Severe Tropical Cyclone Monty is expected to cross the coast in the vicinity of Ampara and Matara
Districts during Monday. Gales with gusts to 180 kilometres per hour are likely in coastal communities in Q)
Ampara and Matara District during the day.

{

Iifneasia.n

This is to alert the residents of Ampara and Matara District about the potential of a very dangerous

storm tide as the cyclone centre approaches the coast. Tides are likely to rise significantly above the
normal high tide mark with very dangerous flooding, damaging waves and strong currents.

Widespread heavy rain and further flooding are likely in southern parts of the Ampara and Matara Distric
over the next few days.

N

Last-Mile HazInfo Simulation. No Repeat No Real Event is Effect.

WWW .|



Cyclone CAP Message used in HazInfo Exercises

I L ey R
= J ¥ i i 22

<alert mins="urn:oasis:names:co emergency:cap:1.1">
<identifier>HIH-Z2006-12-11T095500</identifier>
<sender>hih@sarvodaya. lk</sender>
<gent>2006-12-11T09:55:00.0000000+06: 00</ sent>
<status>Excersise</status>
<msygTyperilerc</msgType:
<source>Last Mile Hazard Warning System</sourcer
<scoperRestricted</scope>
<restriction»Sarvodaya ICT Gaurdians</restriction:
<infox
<lanmmage>en-U5</ language -
<category>Met</category>
<eventrCategory 4 Cyclone</event:>
<responseTyperShelter</responseType:>
<urgencyrExpected</urgency:
<severity>Sever</severity>
<gertainty>Chserved</certainty>
<effective>Z006-1Z-11TOS:30:00 0O000000+4+06:00</effectives
<expires>2006=10-11T12:00:00 00000004+06:00</expires>
<headline>l Sever Category 4 Cyclone in effect in Sri Lanka</headline>
<description>At 06:00 am local time SEVERE TROPICAL CYCLONE HONTY was estimated to be 50 kilometers n
of hlmpara District and moving southwest at 10 kilometers per hour., Severe Tropical Cyclone Monty i= expected to cross
coast in the wvicinity of Ampara and Matara Districts during Monday. Gales with gusts to 180 kilometers per hour are 1
coastal comminities in Ampara and Hatara District during the day., Thi= is to alert the residents of Ampara and Hatarais
District about the potential of a very dangerous storm tide as the cyclone centre approaches the coast. Tides are lik
rise significantly above the normal high tide mark with wvery dangerous flooding, damaging waves and strong currents.
Widespread heavy rain and further flooding are likely in southern parts of the Llwpara and Matara Districts over the n
days. </description>
<instructions>Last-Mile HazInfo Simulation. Mo Repeat Mo Real Event is Effect. </instructions>
<area>

A 1L

<areaDesc>Ampara and Matara Districta2 of 3ri Lanka</areaDeso>
</ arear
</info>
<falert>

vv.iiriiodad
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CAP for Disease Notification

WER Sri Lanka - Vol. 35 HNo. 42 117 - 17™ October

Table 4: Selected notiflable diseases reported by Medical Officers of Health
4% - 10™ Ot 2008 (417 Week)
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<alert MAlNE="Urn:oA=1S: nAmeSLolemEEgQERCY ARl 1 >
Sl mmzgp glart—-—>
<identifier>EPIDSLAAVERVa 13 5-NodZ</didentifier>
<senderrchepidislt. net</sender>
<gent>2008-10-11T0D : 00 : 30. 0000000+06: 004/ sent>
<gtatus>Acrunslc/ status>
msgTyperllert</megTypesr
cEourcer>Veskly Raturns of Communicable Dissassss/@ource
<acoperReacr ieteds) SCOHRE>
<restriction>Heslthoare Workers=< /restriction>
zinfox
“languageren-05</ language>
<pategory>Healch</categorys>
cevent>Disease Cuchreaks</ewent>
“responselyperkasess</responseTyper
Aurgency>Unknovnd/argenoy®
cEeverity>n inor</severi Ly>
“oertaintyrFossible</certaintys
ceffectivex2008-10-11</effectives
cexpires>2008-10-17</expires>
<headline>Notifiable Di=msases reported by MOH 4-10th Oct 2008</headline>
<degoription>DPDES division:Gampaha dizeases:Dengue Fever A=11 E=332, Dysenecery A=05 B
A=01 B=20, Enteric Fewver A=02 B=49, Food Poisoning A=02 B=103, Leptospirosis A=29 B=667, Typus Fever A=
Hepaciti= A=03 B=154, Human Rabie= A=00 B=06; H-3199 receivedfS percent</description:
cinstructions>Evaluace che information in chis msessage and do not use Lor any public wa
<resourcer
sregourceDeso>vebsite s regourcebego>
orirhrop:ffwww . epid. gov. 1k/ pdt/WERR 202008/ Wo Lk 20354 20N042 % 20EngLiah. pdf< / uri>
</ resour oes
Larear
<arsabescrGampaha DPDHS Division</arcaDescs
<f armas
<fintox
<falerts

T
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CAP Canada Profile

Area

<Area> definition
Standard
Geographical
Classification
(Mngd: Stats CA)

Debate on
<eventCodes>

Number of <Info>
blocks

Message
Management
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Automated Standard Message

A < > alert has been issued for
<areaDesc> by < >, Persons
in this area are encouraged to

< >, and < > (if
fields . This event is rated as

< > and is < >,
Responswe action should be taken

< > . For more information about
this event, visit < > or call

< >."

www.lirneasia.net



Examaple of Automated Standard Message

“A alert has been issued for
by

. Persons
in this area are encouraged to ,
and

. This event is rated as
and is . Responsive action should
be taken . For more information
about this event, visit
or call

144
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Sahana CAP Templates/Messages — Page 1

SAHANADEMO

Dizaster Management System

Creating Hew Cap Template

Hew Cap Template
tessage ldentifier
Date
Sender
Status
Mdessage Type
Source
Scope

Festriction [Restricied)

Opticmal

Code
Referances

incidents

frcidamt Freeway Compley B

[e-HIF-Flonds-Srov-001 % HELP

[2008-11-18 06:11:54

|riki@ sanodaya lk 7 HELF

|Dr‘aﬁ 1-| ? HELF
|.l""|.|E|'| '-ri T HELP

|Sahana ? HELP

|Hestri|:te-:| TI 7 HELP

|Sur-.-1:|-:|-:l.:.ru Community |

| Emtar space separated set of codes

dlirriedsid.licet

http://www.sahana.lk/

WWW


http://www.sahana.lk/

Sahana CAP Templates/Messages — Page 2

MESSAGING

Mg Alért
Wiew Alerd
Edit Aler

Upload CAP Flle

SAHANA MAIN

Sahana Home
Situation h-1.a|:-pin1;|

Migzing Femgon Registns

Qirganiz

Reque

¥ Management
Massaging Module
Wolunteer Management

Aid Catalog

lmeidenf Freeway Comples

Cap Message Information

Language |English *1
Category  [Geo *] add “ M

Event  [Flash Foods Alet 7 HELF

Urgency | 7 HELP
Severity |
Cerainty |

Cptionial

Sender Name |

Headline  [Heavy rains bring flast

Description  [On 27day?? 7?Month

Audience II-_ursl-FIa sponders

Response Type | Evacuate "I Add |[Nona Clear l

Effective | (¢, 9., 2002-05-24T16:40:00.07:00 for 24 My 2002 2t 16: 40 POT)
Onset | (2. g., 2002-05-24T16:40:00-07:00 for 24 May 200% at 16: 49 POT)
Expires I (2. g.. 2002-05-24T16:490:00-07 .00 for 24 May 2002 3t 16: 49 POT)

Instruction (A flash flood warming means ﬂ
that flaading is imrminent ar
accurfing. Ifyou are in the
waming area, move to higher
ground immediately. |

Web |

Contact |

http://www.sahana.lk/
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Sahana CAP Templates/Messages — Page 3

Resources
Resource Description idime Tipe Dereflri Digest Remuoyve
ed Meszaging
wehsite 100 hitpchaseess sahana. |k Fermove
wiehsite 100 hitpeifinese. s anidaya.orgHIH Femiye
Cap Message Info - Resource
Resaource Description fwebsite
mirme Type
size (100
LRI
Aftach File
Digest

&dd Resource |

zon Registn

tim F:l'-_'gi'_:tr!,f NE}CI

http://www.sahana.lk/

www.lirneasia.net
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Sahana CAP Template/Message - Page 4

Area

Area Descriplion Fahgon Circle Altitude Ceiling

Province ; 2 Rermove
Cap Messaqge Info - Area

Area Description  |Province

Polygon
x|
¥} Add Point ||
e Circle
Upload CAP File
X |
SAHANA MAIN ) I

Sahana Heme

e . Radius | Add Circle ||

Geocoile
Value Name |
danageamsnt
Value | Add Geocode ||
Otlven
Altitude |
Ceiling |
Add Area

http://www.sahana.lk/
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Sahana CAP Templates/Messages — Page 5

tmoideni Fresway Complen

Save CAP AS:

Ternplate | Message |

Heawvy rains bring flagh floods to ?Hame?? Province

On TPday™? FTMonth?? YT 0ataT?, 77 VearT?, tha Naticnal Waathar Sarvice isswed aflash flood warning lor 7PDistriclis]?? In 7PProvincels[?? . Locations in the
warning inclwde but are not 1 mibed o: 77 Townl{s VCity(s 77,

Message ldentifier : Sarvedaya-HIH-Floods-Prov-001
St By : hihi@sarsodayalk
Date : 2008-11-18 06:11:54

Langiiage : en_US

Slalus Diraft Message Type Alert
Source Sahana Scope Resfricted
Restriction Sarvodava Communily First Responders Address
Code Mote
Refergnces Incidents

Cateqory

Event ; Flash Foods Aler
Response Type - Mone,
Urgency

Severity -

Cartainty -

Audience : First-Responders

Sender Hame

Instruction - Aflash flood warning means that looding is imminent or occurming, ifyou are in the warning area, move to higher ground immediatety.
Residents Ivng along streams and creeks should take immediate precautions to protect life and property. Do not attempt (o cross swittly lowing
waters orwalers of unknown depth by foot or by automobile.

Coitact |

gement Web

http://www.sahana.lk/
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Last Mile Hazard Warning System (HazInfo Project)

S

q

ICT Networks

[ N N N N )
Domestic

International
Sources

Communications
Providers

Sarvodaya Community Disaster

Management Center (SCDMC) Sarvodaya Commullities

www.lirneasia.net



Dialog DEWN Terminal

Devices

HIH Monitor issued CAP

Receiver Device

ICT Guardian received

Interface Message and {Medium} Message elements
DEWN <info> sub element with MP “Warning” <info> <Language>en
Internet <Language>en {Text} <Description> A SEVERE
Browse <Description> ... {no size CATEGORY 4 CYCLONE...

restriction} <Language>si

<Language>si <Description> ...{sinhala}

o : RAD
<Description> ... {no size {Text) <Language>tm

restriction}
<Language>tm
<Description> ... {no size
restriction}

<Description> ... {tamil}
{restricted by 140 characters}

et




WorldS

nace Satellite Radio

HIH Monitor issued CAP

Receiver Device

ICT Guardian received

Interface Message and {Medium} Message elements
ANNY All sub elements in <Alert> | AREA-B <msgType>Alert
Internet element and message in {Text} <Scope>restricted
Browser <Language>en only. <Sender>hih
application <Status>exercise
(AREA) <Category>met
<Urgency>expected

<Severity> sever
<Certainty>observed

<Event>A SEVERE CATEGORY 4
CYCLONE ... {restricted 250 "q_)'
characters} —

<Description> with
<Language>all... {no size
restriction}

{Audio}

AREA -B

<Description> A SEVERE c
CATEGORY 4 CYCLONE ...{no si.@
restriction} 7))




Public Internet Alert System

Receiver
HIH Monitor issued CAP Device and ICT Guardian received
Interface Message {Medium} Message elements
IPAS Internet | <Description> with Personal <Description> A SEVERE
Browser <Language>en only ... {no Computer CATEGORY 4 CYCLONE ... {no size
size restriction} {Text} restriction}

¥ Alevn Receieed |

| Incoming Alertl




CDMA Voice Alerts

HIH Monitor issued CAP

Receiver Device

ICT Guardian received

Interface Message and {Medium} Message elements

CDMA 2000 <Description> ... {no size | CDMA2000 <Description> A SEVERE

IX_RTT and language restriction} | 1x_RTT CATEGORY 4 CYCLONE ...{no size
Telephones restriction}
{Audio}

www.lirneasia.net



Evaluating Terminal Devices for CAP Completeness

Value Fuzzy rules for completing Profile

requirements (Table 1)

1.00

0.95

0.85

0.70
0.50
0.25

All sub elements that are contained in the
<Alert> segment, which includes all the
qualifier elements and <info> element as
well as the <resource> and <area> sub
elements

Mandatory elements described in the Profile
for Sri Lanka, which are qualifier
elements in the <alert> segment with at
least the <urgency>, <severity>,
<certainty>, and <description>

Qualifier elements of the <alert> segment and
the <description> only

<description> only
Elements <category> and <event> only

Mandatory sub elements of the <alert>
segment only

Otherwise

For a full description of the evaluation method refer
to the "HazInfo Technical Report” -
http://www.lirneasia.net/wp-content/uploads/2008/0¢

Value Fuzzy rule for Language

Diversity (Table 2)

1.00  Sinhala + Tamil + English
0.99  Sinhala + Tamil
0.95 Sinhala + English
0.80  Sinhala Only
0.38  Tamil + English
0.28  Tamil Only
0.15  English Only
0 Otherwise
e
)
Value Fuzzy Rule for Communication C
Medium (Table 3) .
. . (O
1.00  Graphic + Audio + Text (7)
0.95  Graphic+ Audio ©
0.90  Audio + Text )
0.80  Audio E
0.70  Graphic + Text :
060  Graphic <
0.50  Textonly ;
0 Otherwise ;



http://www.lirneasia.net/wp-content/uploads/2008/05/hazinfo-technical-report.pdf

HazInfo Technology ratings

AREA+ AREA+ AREA+
Measure AREA RAD  MOP FXP  VSAT MOP  FXP  RAD
Language 1.00 0.15 1.00 1.00 0.15 1.00 1.00 1.00
CAP elements 0.95 0.70 0.70 0.80 0.70 0.95 0.95 0.95
Multimedia 0.90 0.50 0.50 0.80 0.50 0.90 0.90 0.90
Rating 0.86 0.05 0.35 0.64 0.05 0.86 0.86 0.86
- s ELL Yy v e
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Interoperability Testing
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Elements of the Sahana CAP Broker
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Conclusions

Ll

Ll

CAP is a consistent, complete, multi lingual, and
interoperable global emergency communication protocol

CAP offers standard guidelines for developing an inventory
of emergency information templates and messages

CAP should be adopted by states and organizations for
their public and closed-user-group exchange of emergency
information

States or organization must first develop a CAP Profile in
consultation with all involved stakeholders

Profile should consider the target — audience (<scope>),
jurisdictions <area>, <Language>, and Technologies

Alerting agencies should adopt a "CAP Broker” for
constructing and issuing CAP messages via “tested”
technologies
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<End> Do you have any questions? </End>
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