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2013: Why have privacy & surveillance 
risen in importance? 

• PRISM, whereby the US National Security Agency 
(NSA) has  

– Obtained and stored five years worth of international call 
“meta data” 

– Collected similar data from Internet companies 

– Spied on foreign governments and companies 

– Violated court directions on electronic surveillance 

– Weakened encryption standards  

 

 



The reaction 

• Brazil objects to the spying 

– Announces moves to avoid data transiting the US 

• Companies rethink storing data in US 

• Multi-stakeholder approach to Internet governance 
questioned 



When should you start worrying about 
privacy & surveillance? 

• Myanmar is barely in the electronically mediated 
communication world 

• Do these issues become relevant only when 
electronic connectivity reaches a certain threshold? 

– Is electronic connectivity Internet?  Or just telephony? 

• Is there a qualitative difference between privacy in 
physical space and in electronic space? 

 



Two approaches to privacy & surveillance 

• Identify individual rights and build up: e.g., “right to 
be let alone” 

 

• Start from human interactions in public spaces; apply 
to different settings  



Approach 1: Individual rights 

• “Right to be let alone” or something similar derived 
from international treaty documents or national 
Constitution 

• Inform and consent applies to 2nd party as well as 3rd 
party uses 

• Inform and consent also applies to aggregated data 

 



Approach 2: Negotiating boundaries 

• Every society had a marketplace/meeting 
place/political place 

• People manage their interactions through implicit 
negotiation 

– Think how people pass each other in a busy street 

• Physical space does not collect and remember 
information, though people do 

– Think what a village shop keeper knows about regular 
customers  

 



Control revolutions 

• Agricultural  industrial (still goods) 

– Communication technology: telegraph, telephone 

• Too much industrial production  attention 
economy 

– Communication technology: penny newspapers, radio, TV 
(give away costly information in return for attention) 

• Too difficult to gain attention  data economy 

 

• Systemic necessity for surveillance 



What does one do about systemic forces? 

• Analogy is energy 

– Can we do without modern energy, even if we have 
reservations about its negative effects? 

– But we can moderate the negative aspects 

–  Will it be enough?  Is it possible? 



Example 1: Transaction-generated data, 
aggregate & individual  

• Modern retail stores 

• Credit cards 

• Electricity 

• Mobile telecom 

 

• Scare stories 

• Outlines of safeguards 



Example 2: Content of electronic 
communication  

• Eavesdropping 

– Without the target being aware 

– With target being aware 

– With possibility of being listened to 

 

• Scare stories 

• Outlines 



Example 3: When the virtual comes to the 
physical 

• Increasingly 

– CCTV cameras are pervading public spaces 

– Electronic payment trails are becoming more common 

– Brick-and-mortar shops are installing cameras to mimic 
what Amazon can do  



All elements of ecosystem are 
important 
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How is trust addressed in physical 
space? 

• Not just overt communications, but contextual 
information: based on millennia of human 
interactions 
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In physical space, but with abstract systems 

• How is it addressed in modern settings? Think credit 
cards 

• Credit cards are an abstract system of which we have 
little knowledge 

• All we know is what happens at the access points 
– A third party certifies identity (?) and credit-worthiness of payor 

• Difficult-to-replicate design features 

• Signatures 

• Holograms 

• But not enough: now online verification; sometimes an 
additional phone call to confirm 
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What happens when interaction/transaction is 
fully in virtual space . . .  

• Holograms, signatures no longer of any use 

• Only the CVC number and a phone call? 
– “Verified by Visa” 

• Yet massive losses 

 

• What about virtual transactions in general? 
– Is the party at the other end is really who she/he claims to 

be? 

– Is there anyone listening in the middle? 

– Are the communications being modified? 
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We must build a trust-conducive environment 

• Must keep this objective in mind, whatever approach 
we adopt 

• The status quo which has good words in law but 
actual practice is different, is unlikely to build trust 
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