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What kinds of comprehensive big data are
available in emerging economies?

- Mobile SIMs/100 Internet users/100 | Facebook users/100

Myanmar

Bangladesh 76 10 9
Pakistan 73 14 11
India 73 18 9
Sri Lanka 107 26 16
Philippines 112 40 41
Indonesia 125 17 25
Thailand 143 35 49
< Source: ITU Measuring Information Society 2014; Facebook advertising portal
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Mobile network big data + other data = rich, timely insights
that serve private as well as public purposes

Other Data Sources

Mobile network big data
(CDRs, Internet access

usage, airtime recharge
records)

1. Data from Dept. of
Census & Statistics

2. Transportation data

3. Health data

4. Financial data

5. Etc.

Construct Behavioral
Variables

1. Mobility variables
2. Social variables
3. Consumption variables

Dual purpose insights

Private purposes

. Mobility & location
based services

. Financial services

. Richer customer
profiles

. Targeted
marketing

. New VAS

Public purposes

. Transportation &

Urban planning

. Crises response +

DRR

. Health services
. Poverty mapping
. Financial

inclusion




Weekday

Sunday

Population density changes in Colombo region: weekday/ weekend
Pictures depict the change in population density at a particular time relative to midnight
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Our findings closely match results from
expensive & infrequent transportation surveys
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Hourly loading of base stations reveals
distinct patterns
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* We can use this insight to group base stations into different

groups, using unsupervised machine learning techniques
N
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Plans & reality

2013 reality

2020 UDA Plan

1985 Plan

City of Colomho

Map No. 10
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Actions to improve data sharing

* Reduce transaction costs

— Guidelines on managing privacy and competitive
implications developed; being consulted with
experts and stakeholders

* Language can be used in non-disclosure agreements

— Work ongoing to reduce pseudonymization
burdens to companies
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Privacy and other harms, from the
ground up

* Draft guidelines address harms that have emerged in society
and recognized as worthy of remedy in the Common Law and
not on abstract principles

* Solove (2008: 174) argues that privacy as an abstract concept

is difficult to pin down, since it “involves a cluster of
protections against a group of different but related problems.’

* He identifies 16 privacy problems that fall within four general
types:
— Information collection;

4

— Information processing;
— Dissemination of information; and

— Invasion
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16 harms within umbrella meaning =»
9 of relevance to MNBD

1. Surveillance, (1/2)

2. Aggregation, identification, insecurity,
secondary use, exclusion (5/5)

3. Breach of confidentiality, disclosure,
increased accessibility

(3/7)
(0/2)

Most from information processing cluster; next from dissemination
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Reasons for inclusion/exclusion

* Surveillance v interrogation

— Surveillance is obviously relevant

— Interrogation is the pressuring of individuals to divulge
information (physical coercion, not about information)

* Disclosure v expesure

— Both involve dissemination of true information, but
exposure is limited to information about body and health

Decicional :

— “Right to privacy” is some countries encompasses a
woman’s decision whether or not to terminate pregnancy
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Considered harms

* Privacy (nine out 16 recognized in the Common Law & in statute in multiple
countries; addressed through six “rule elements”)

— Surveillance

— Aggregation

— Identification, individual and group
— Insecurity

— Secondary use

— Exclusion

— Breach of confidentiality

— Disclosure

— Increased accessibility

* Anti-competitive effects (differential treatment of those downstream of data
“owner”; addressed through seventh rule element)

* Marginalization (considered, but not yet addressed in draft guidelines)
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EXAMPLES



Remedy

Identified potential
harm

Include in
agreements
transferring

identifiable MNBD

Include in
agreements
transferring

anonymized MINBD

Mobile Network
Operators (MNOs) will
not engage in active
surveillance of their
customers, except as
required by applicable
law. MINOs will desist
from collecting more
data than are needed for
the efficient operation of
the networks and the
supply of good service to
customers. To the extent
feasible, data collection
practices will be
transparent.

Active surveillance

No. Applying only to
MNQOs, this need not
be included in
agreements.
However, active
surveillance is a root
cause of problems
that could be
manifested in other
forms at the
subsequent
information
processing and
dissemination
phases.

No. Applying only to
MNOs, this need not
be included in
agreements.
However, active
surveillance is a root
cause of problems
that could be
manifested in other
forms at the
subsequent
information
processing and
dissemination
phases.




Remedy

Identified
potential harm

Include in
agreements
transferring

identifiable MNBD

Include in
agreements
transferring

anonymized MINBD

Best efforts will be
made to prevent de-
anonymization.
Working groups may be
formed with data users
to monitor the state of
knowledge in
techniques of
anonymization and de-
anonymization.

De-anonymization

No

Yes

15



Remedy Identified potential Include in Include in
harm agreements agreements
transferring transferring
identifiable MNBD anonymized MINBD
Individually identifiable Individual Yes No
data will not be released identification

to third parties, unless
the purposes are
specified in the
agreement and have
been approved by an
ethics review committee,
if one is available. If an
ethics review committee
is not available, an
equivalent third-party
review should be sought.
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Remedy Identified potential Include in Include in
harm agreements agreements
transferring transferring
identifiable MNBD | anonymized MNBD
Any agreement Insecurity Yes No

transferring identifiable
data to a third party will
also transfer
responsibility to
maintain safeguards to
ensure security of
individually identifiable
data.
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Remedy

Identified
potential harm

Include in
agreements
transferring

identifiable MNBD

Include in
agreements
transferring

anonymized MINBD

The agreement
governing the transfer
will include provisions
to minimize risks posed
by increased
accessibility when data
are released to third
parties.

Increased
accessibility

Yes

Yes




Remedy

Identified
potential harm

Include in
agreements
transferring

identifiable MNBD

Include in
agreements
transferring

anonymized MINBD

The principle of non-
discrimination shall
govern the release of
MNBD to third parties
who do not compete
with the MNO. Those in
the same class will be
treated equally, subject
to reasonable
accommodation for
resource constraints.

Anti-competitive
effects

Yes

Yes




