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Why is healthcare data protec5on law/policy
urgently required in Sri Lanka?
• Momentum is building up
on greater use of ICTs
within our public and
private healthcare systems,
par5cularly hospitals
• Today, data is collected,
stored and processed within
hospitals
– As the data begin to move
among hospitals and also to
other en55es within the eco
system, rules will be needed

• Rules also needed with
broader use of health data
analy5cs
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HHIMS Project for Health Sector
In over 50 Hospitals
HHIMS is Free and Open Source “Hospital Health Informa1on Management
System” specially designed for the requirement of Sri Lankan Government
Hospitals. HHIMS comprises Electronic Medical Record (EMR),
Computerized Provider Order Entry (CPOE), Pharmacy Management, and
Laboratory Informa5on Management and PACS integra5on. The system has been
developed by the ICT Agency of Sri Lanka in partnership with Ministry of Health.
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Data Protec5on – Background
• Data Protec5on Laws originated in Europe (Based on
European Human Rights Law)
– Right to privacy enshrined in Ar5cle 8 of EU HR Conven5on
– WTO- General Agreement on Trade in Services (GATS) - Obliga5on to
remove measures that discriminate or restrict trade in services is
subject to excep5ons, which include: “the protec5on of privacy of
individuals in rela5on to the processing and dissemina5on of personal
data…” (Art XIV(c)(ii))

• European Data Protec5on Regula5ons (GDPR)– May 2018
• Interna5onal Trade - Relevant to Sri Lankan Companies –
need to ensure same level of protec5on for “personal data”
as in GDPR
• Legisla5ve / Statutory approach vs. Code of Prac5ce
• Binding Corporate Rules – Followed by many BPM
Companies
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Data Protec5on – Sri Lanka
• No Cons5tu5onal Right to Privacy (Privacy as an Exemp5on)
• Right to Informa5on Act No. 12 of 2016 (Privacy safeguards)
– Privacy as an exempGon (SecGon 5)

• Data Protec5on measures embodied in Several Legisla5on
–
–
–
–

Banking Act of 1988
Intellectual Property Act 2003 (Protec5on of undisclosed informa5on)
Computer Crimes Act of 2007 (Mechanism to report Data Breach)
Registra5on of Persons (Amendment) Act No. 8 of 2016 (Regula5ons
2017)

• E-Government Policy (Sec5on 0103)
– Processing/ Reten5on/ release of personal data and informa5on in
accordance with applicable laws and regula5ons
– Email addresses of ci5zens collected through govt websites should not
be divulged
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Health Data Protec5on – at a Glance
JurisdicGon

Summary of overall approach

EU-GDPR

• Comprehensive data protec5on framework (that includes healthcare data)
• Rights based approach- individual at center of law
• Applies to processing of personal data and covers both private sector as
well as government

USA

• Sectoral data protec5on framework; HIPAA for healthcare
• Approaches diﬀerent for private sector and government

Australia

• Similar to the US framework
• Approaches diﬀerent for private sector and government

UK

• Amended data protec5on legisla5on in line with GDPR

India

• Currently healthcare data is classiﬁed as ‘sensi5ve personal data’
• Governed under Informa5on Technology (Reasonable Security
Prac5ces And Procedures and Sensi5ve Personal Data or Informa5on
Rules (2011); speciﬁcally under Sensi5ve Personal Data or Informa5on
(SPDI Rules)
• A new comprehensive data protec5on bill draned in 2018, dran bill has
been published, but has not yet been adopted

Singapore

• General data protec5on legisla5on; advisory guidelines for health sector
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Relevant recently adopted policies in Sri Lanka
Health policy
(2016-2025)

Accident and Emergency
Care Policy, 2016

Health Master Plan
(2016-2025)

Na5onal Policy on
Health Informa5on,
2017

Na5onal Strategic
Framework for
development of Health
Services 2016-2015
Vol I to Vol IV

In addi5on:
• Na5onal Health Performance Framework, 2018
• Code of Conduct for Health Research in Sri Lanka, 2018
• Na5onal Health Development Plan (2013-2017)
• Na5onal eHealth Guidelines and Standards V 1.0 (2016)
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Na5onal Policy on Health Informa5on
2017
Lays down direc5ves in rela5on to 5 areas :
A. Health informa5on related resources
B. Indicators and data elements
C. Data and Informa5on management
D. Data / informa5on security, client privacy,
conﬁden5ality and ethics
E. e- health and innova5ons
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Na5onal Policy on Health Informa5on
2017
Some important policy direc5ves include:
• Establishment of a body for e-health and governance
- Na5onal eHealth Steering Commioee [NeHSC]
• Provisions for
- Implementa5on of Health Informa5on System (HIS)
- Interoperability of HIS -Policy Direc5ve 5.3
- Longitudinal record of health data –Policy Direc5ve
3.2
-Unique Pa5ent ID - Policy Direc5ve 3.2.1, personal health
number (PHN) assigned for all health clients
- Integra5on of data - Policy Direc5ve 2.2, informa5on
integra5on between State and Non- State actors
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Health Data Protec5on in Sri Lanka
• The na5onal Policy on Health Informa5on, states that
“Ethical and fair informa/on prac/ces shall be incorporated
into informa/on management ensuring client privacy and
conﬁden/ality”- Policy Direc5ve 4.1
• The Health Informa5on Policy states guidelines are needed
for the collec/on of individually iden/ﬁable data/
informa/on to possess quali/es of relevance, integrity, a
wri=en purpose, the capacity for correc/on and consent of
the individual (the responsibility for the same has also been
allocated).
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Aim of Health Data Protec5on Policy
• To protect pa5ent- iden5ﬁable informa5on
• To facilitate the use of health data in medical
research so as to enhance individual and public
health
• To provide for use of health data and the applicable
safeguards for such use.
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Issues
•
•
•
•
•

Scope of “health data”
Deﬁning data protec5on obliga5ons
Deﬁning electronic health records
Use of data (excep5ons) and safeguards
Regulatory / supervisory authority
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SCOPE OF REGULATION
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Proposed Framework
• Since Sri Lanka does not yet have general data protec5on
legisla5on, the scope should be narrowly deﬁned
– “Health record/informa5on” can be deﬁned broadly. However, the
applica5on of the policy may be restricted to en55es providing health
service (example the legisla5on in UK, US and Australia) or who come
into possession of such health informa5on in the course of their
primary business (e.g., insurance companies, as included under the US
HIPAA Act)
– instead of an exhaus5ve list provision would be made for further
inclusions. For example the Australia Privacy Act provides examples of
“health service providers” and not an exhaus5ve list

• Inclusion of healthcare data processed and /or transferred
outside of Sri Lanka would also be considered
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DATA PROTECTION OBLIGATIONS
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Regula5on in other jurisdic5ons
JurisdicGon

Summary of regulaGon

EU-GDPR

• Health data (considered as sensi5ve data) cannot be processed unless
explicit consent has been obtained, or presence of other overriding
considera5ons like public interest, scien5ﬁc research etc.

India

• The Dran Personal Data Protec5on Bill, 2018 encompasses in great detail
the data protec5on principles. Classiﬁes “health data” as sensi5ve personal
data.
• The DISHA (Dran legisla5on) deals with data ownership, security and
standardiza5on.

Australia

• Health data is classiﬁed as “sensi5ve”
• The Australia Privacy Principles lay down the data protec5on obliga5ons.

UK

• There is a general data protec5on law in addi5on to health data speciﬁc
privacy principles.

US

• The Privacy Rule of the HIPPA provides for protec5on of protected health
informa5on.

Singapore

• General data protec5on legisla5on; issued advisory guidelines for the
health sector
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Personally iden5ﬁable data
• Dis5nc5on has to be made between health data
where personal informa5on is iden5ﬁable and where
they are not (anonymized / de-iden5ﬁed).
• The principles of conﬁden5ality, consent and other
data protec5on obliga5ons are applicable to health
data which are “personally iden5ﬁable.”
• Personal data has been subject to various deﬁni5ons
in analyzed jurisdic5ons-
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Informed Consent
• In rela5on to consent the proposed policy would, inter
alia include: (par5ally adopted from the Singapore
Personal Data Protec5on Act and India)

– Disclosure of purpose for obtaining the consent
– Consent has to be un5lised for that purpose and not for other
purpose
– Consent may be provided for several purposes provided the
terms clearly specify the same.
– The consent should be clear, evidenced through aﬃrma5ve
ac5on (opt-in as opposed to opt-out)
– Such consent should be capable of being withdrawn.
– Deemed consent –under limited circumstances.
– Consent forms should be provided in clear and simple language
and made available in all the oﬃcial languages
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Other per5nent considera5ons
• Data Controller and Processor
• The measures required to ensure informa5on
security.
₋ The Informa/on Security Policy Domains by SL- CERT is of
relevance in this regard

• Consent from children and those who are
incapacitated to provide consent
• Data of dead persons
• Cross-border transfer of data
19

Summary - Principles of Data
Protec5on
The proposed policy will focus on the following
principles to build the data protec5on framework :
• Technology agnos/cism (technology neutral to take into
account changing technologies and standards of compliance )
• Applica5on to both private and public heath sectors
• Informed consent

• Data minimiza/on (processing of only data that is
required for the purpose)
• Controller accountability (making the data controller
accountable for any processing of data)
• Framing of subsequent regula5ons to ensure compliance.
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USE OF DATA (EXCEPTIONS) &
SAFEGUARDS
21

Use and Safeguards
JurisdicGon

Summary of schemes

UK

• Mandatory disclosure
• Incorporated the provisions of the GDPR
• Code for anonymiza5on

Australia

• Disclosure of personal informa5on without consent
• Framework for de-iden5ﬁca5on

India

• DISHA Act (dran for consulta5on) provides for de-iden5ﬁca5on –
anonymiza5on

US

• Disclosure of personal informa5on without consent
• De-iden5ﬁca5on through safe harbor or expert determina5on

Singapore

• Disclosure without obtaining consent
• Advisory guidelines for anonymiza5on of data.

GDPR

• Disclosure without obtaining consent provided the safeguards are met
• Use of personal data for scien5ﬁc research, qualiﬁed compliance framework.
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Proposed Framework
• In the proposed policy this sec5on would include
three parts
₋ Permitng Disclosure when informa5on is not personally
iden5ﬁable .
₋ Anonymiza5on / de-iden5ﬁca5on to ensure personal
informa5on is not re-iden5ﬁed
₋ Mandatory disclosure / excep5onal instances where even
informa5on that is personally iden5ﬁable would need to
be disclosed.
• This sec5on aims at striking a balance between protec5on
and necessary disclosure.
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Mandatory Disclosures (UK)

• The Health and Social Care (Safety and Quality) Act 2015
introduced a legal duty for health and social care professionals to
share pa5ent informa5on where they consider that the disclosure
is likely to facilitate pa5ent care and is in the pa5ent’s best interest.
• Health Protec/on (No/ﬁca/on) Regula/ons 2010 – a health
professional must no5fy local authori5es about any person
suspected of having a range of listed condi5ons, including food
poisoning, measles and tetanus.
• Abor/on Regula/ons 1991 – a doctor carrying out a termina5on of
pregnancy must no5fy the Chief Medical Oﬃcer, giving the
individual’s date of birth and postcode.
• Repor/ng of Injuries, Diseases and Dangerous Occurrences
Regula/ons 2013 – deaths, major injuries and accidents resul5ng in
three days oﬀ work, as well as certain diseases and dangerous
occurrences, must be reported.
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Anonymiza5on of data
UK
• The GDPR principles have been incorporated in the UK.
• The Code of Anonymiza5on provides a standard for
anonymiza5on of data sets. Note this Code is under the 1998
legisla5on
• Disclosure of such anonymized data would not be subject to
the data protec5on legisla5on, providing an incen5ve for
organiza5ons and researchers to anonymize data.
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Disclosure without consent (US)
• HIPAA “covered en55es” are permioed to use and disclose
Protected Health informa5on (PHI) without the individual’s
authoriza5on in certain situa5ons. For example,
§ Between business associates
§ For public health purposes as required by state and federal law
§ To public agencies for health oversight ac5vi5es, such as audits;
inspec5ons; civil, criminal, or administra5ve proceedings; and
other ac5vi5es necessary for the oversight of the health care
system
§ To law enforcement oﬃcials
§ For judicial and administra5ve proceedings, if the request for
informa5on is made through a court order
§ For research
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De-iden5ﬁca5on indicators (US)
• De-iden5ﬁed informa5on does not qualify as PHI, and
therefore is not protected under the Privacy Rule—it can be
disclosed to researchers at any 5me.
• The HIPAA oﬀers two methods to de-iden5fy personal health
informa5on.
– Under the sta5s5cal method, a sta5s5cian or person with appropriate
training veriﬁes that enough iden5ﬁers have been removed that the
risk of iden5ﬁca5on of the individual is “very small”- Expert
Determina5on.
– Under the “safe harbor” method, data are considered de-iden5ﬁed if
the covered en5ty removes 18 speciﬁed personal iden5ﬁers from the
data

27

Proposed Policy
• Disclosure without obtaining consent, along with personally
iden5ﬁable informa5on, would be made permissible under
certain limited circumstances including mandatory disclosure
and for research purposes.
• The mandates where such disclosures would be speciﬁed
(par5ally through subsequent guidelines).
• For anonymiza5on and de-iden5ﬁca5on standards would be
framed (through subsequent guidelines).
• The competent authority to make these determina5ons
should be trained in this regard.
• The US posi5on where “waiver of authoriza5on” i.e. wherein
requirement of consent is waived, aner the decision of the
IRB/Privacy Board is proposed to be adopted.
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Cyber Security & Cybercrime
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NHS cyber-aYack: GPs and Hospitals hit by
Ransomware -13th May 2017
•
•
•
•
•
•
•

NHS services across England and Scotland have been hit by a large-scale cyber-aoack that
has disrupted hospital and GP appointments.
The prime minister said the incident was part of an untargeted wider aoack aﬀec5ng
organisa5ons globally.
Some hospitals and GPs have been unable to access pa5ent data, aner their computers were
locked by a ransomware program demanding a payment worth £230.
But there is no evidence pa5ent data has been compromised, NHS Digital said.
The BBC understands about 40 NHS organisa5ons and some GP prac5ces have been hit. The
NHS in Wales and Northern Ireland has not been aﬀected.
There is no indica5on of who is behind the aoack yet, but the hackers demanded their
payment in the virtual currency Bitcoin, which is harder to trace.
Prime Minister Theresa May said: "This is not targeted at the NHS, it's an interna5onal aoack
and a number of countries and organisa5ons have been aﬀected.“

Source: hop://www.bbc.com/news/health-39899646
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Cyber Security Policy (Sri Lanka)

• High Level IS Policy
• Part of e-Gov Policy
ØBased on ISO 27001
Ø17 domains covering most of the
areas in Information Security
ØIs the Health Sector Organizations
taking this seriously??
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Cyber – Hygiene “Herd- Immunity”
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Cybercrime : Global Challenge

• Mul5 jurisdic5onal in Nature
– Ac5ons of criminals can reach computers/ devices
and vic5ms in many other countries
– Evidence in mul5ple countries (“Evidence in the
Cloud”)
– Where was the oﬀence commioed and which
Country has jurisdic5on
– Need for global Legisla5ve standard, tool for Judicial
Collabora5on
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The Budapest Cybercrime Convention
1 Common standards: Budapest Convention
on Cybercrime and relates standards

2 Follow up and
assessments:
Cybercrime Convention
Committee (T-CY)

www.coe.int/cybercrime

“Protecting
you and your
rights in
cyberspace”

3 Capacity building:
C-PROC u
Technical cooperation
programmes
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Legal & InsGtuGonal Frameworks – Sri Lanka
•
•

Computer Crimes Act No. 24 of 2007 etc
Sri Lanka’s Entry into the Budapest Cybercrime Conven5on

–

•

1st September 2015

Sri Lanka CERT – www.slcert.gov.lk
• Na5onal Centre for Cyber Security
• Launched Sector speciﬁc CSIRTS (eg:- Bank CSIRT with Central Bank &
Banking Sector) - FinCERT
• A Public private partnerships model to protect cri5cal informa5on
infrastructure
• Na5onal Cyber Security Strategy (2019-23)

•

“Digital Crimes” & “Digital Forensic” at Cyber Crime Unit of
CID – Sri Lanka Police
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Summary
• The proposed policy is a framework in rela5on
to protec5on and use of data.
• Subsequent guidelines would be needed to
strengthen the framework.
• Enforcement and penal5es for noncompliance are s5ll grey areas which need to
be addressed.
• Establishes a framework to beoer implement
Sec5on 5 of RTI Act
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“The duty to share informa/on can be as
important as the duty to protect pa/ent
conﬁden/ality”
UK Caldicoo Principles

37

