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All Resources for this session are @ URL.:

http://raster.spoton.lk/resources/



Four Pillars, Asia Pacific Information Superhighway
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Two lifesaving public emergency comm use-cases

@
cast
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Reports ) Alerts
HELP ME! > DANGER! >
1. Reporting (indecent/relief) Emergency 2. Alerting / Warning
Person asking for help from the Manadgement Emergency Management
Emergency Management Services Center Warning the Public in
Services indicating hazard the area indicating hazard and

(threat) and immediate needs required response actions



CASE STUDIES



The Chautara Story (2015 Nepal Earthquake)

e Telecom damage
o To avoid theft of base-station batteries, they were place on the top floor of buildings;
structures could not hold during the earthquake

o  Nepal Telecom & NCell towers were intact and functional but had to be relocated because
building were unstable

o  SmartTel tower, far away from the Bazaar on ground, was unharmed
o  After 48 hours batteries drained & some were stolen

e Electricity

o  Bazaar and villages in darkness for four weeks REPORT
o  Solar powered mobile device charge centers were popular

Internet -"’=|\|‘
Societly &=

e Radio Sindu was down for two days Nepal Chapter

o  Bamboo hoist to compensate fallen antennas
o  Transmission equipment unharmed but lacked power
o  Generators donated by ISOC and others to restore transmission

e \What worked well

o ISPAN WiMax was proven to work well; especially with solar; in mountains
o  Nepal Police use VHF both data and voice with Pactor modems

Report: https://lirneasia.net/wp-content/uploads/2016/04/Nepal_Report_on_Emergency Communications_v1.0.pdf


https://lirneasia.net/wp-content/uploads/2016/04/Nepal_Report_on_Emergency_Communications_v1.0.pdf
https://lirneasia.net/wp-content/uploads/2016/04/Nepal_Report_on_Emergency_Communications_v1.0.pdf

Nepal Telecom damages

Base Transmission Stations (BTSs): 525

Transmission Towers: 10
Fiber Backhaul 2
Microwave Links 15
Physical Buildings 197
Data Centers (*) 0

* Billing server fell off the rack damaging hard drive



Percentage of Telecom outages
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Nepal building damages

Any of these buildings part of emergency operations/coordination or critical infrastructure?

(http://disasterresponse.maps.arcgis.com/home/webmap/viewer.html?layers=5e17e1cebafad43e7ab6bd356bf4f922c)
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http://disasterresponse.maps.arcgis.com/home/webmap/viewer.html?layers=5e17e1cebafa43e7ab6bd356bf4f922c

Is silence a cry for help?

“Sometimes the absence of information emerging\ ﬂUAKEMAP (was launched on 25-Apr-2015 by \
in a disaster is a cry for help.” Kathmandu Living Labs & others

ORIGINAL ARTICLE: oz ST e
http://humanityroad.org/silence/ 2 Sxde
% S -

For example map of reporting locations in remote

* Lamjung District (~ 150km from KTM).
\ | : A First report on 2015-04-28: “Help needed all but 2
| A |

- Nt 3

4 - " P houses standing; people homeless” o
o - A
HYPOTHESIS s
Report arrival time is related to the the time = =
telecomms were available (or restored) in the .
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Density-based Clustering Algorithm

1. Apply a clustering based on density

distribution function

a. use a probability density function based on the
reporting times, with the assumption that report
volumes in a given region are highest when the
telecoms switched back on

b. 1<=5kmandt <=2 days hours (¢ ~ 5.385)

Higher density implies
data points are closer
together (i.e. time
difference and

o distance between two
points are small) is
and a lower density
implies they are
distant (or sparse)
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Nepal post earthquake reporting delays
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Did it take 4 days to restore telecoms or 4
days for reporting teams to arrive in these
areas”?

Why 9 days for cluster closest to the road?

MAP LINK: http://tinyurl.com/j4uobtw

Did it take 6 days to restore telecoms or 6
days for reporting teams to arrive in these
areas”?

Does the 6,7,8 9 days imply the reporting
team’s travel circuit? (Arrows indicate the
possible travel path)


http://tinyurl.com/j4uobtw

Correlation of density and first reporting delays

DENSITY

Reporting Time Lag from Day of Earthquake and Cluster Density
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Relevant recommendations to Nepal Government
1. Continue Nepal Wireless experimentation with UHF TV White Space

2. Research & Develop Grab-n-Go kits (in NETP 2013, Action Plan 5.3.2)

2.1. Serve as voice and data access points in remote areas
2.2. Use them in training exercises

3. Research & Develop Mobile Comm. Truck (Not in NETP 2013, Action Plan)

3.1. Serve as an interconnection, transmission hub, and access point for data and voice

3.2. Serve emergency services, dispatch, and EOCs to exchange information for better
coordination

3.3. Start with truck given by Huawei but were lacking in-house capacity to manage

3.4. Use in training and exercises



Indian floods test their ICT resilience (BC-DRP)

e 2014 Jammu & Kashmir Floods:

o Airtel base station equipment was submerged  The Indian Intra
but Aircell, on the upper floor of the same Circle Roaming
building, was unharmed,; agreement allows for

o 15 days later Aircell allowed Airtel to use their TSPs to bilaterally
infrastructure to carry voice, sms, & data

o Took engineers 1.5 sleepless days to complete
the configuration

agree on sharing
infrastructure and

revenue.
e 2013 Uttarakhand landslide and flood Policies support the
o  First-responder, civil society, and public were economics but have
cut-off from telecoms for several days not thought through
e Other challenges the procedures to

o Tough burying cables in Himalayan rocky terrain, support resilience in

mass-wasting (avalanches, rockfall, landslides) ~ the engineering
washes off overhead cables runs aspects.




Mapping communications tech to ICTs in DM

None or very few of the ICT “elements” are integrated
2015 ITU-D / DOT Indian emergency communications evaluation report (internal document)

ICT Role in Disaster Management Cycle Currently

Components Elements Mitigation | Prepared. | Response | Recovery | Rehab. | available
ISRO Nation-
NICNET wide all
SWAN agencies

Communications |POLNET

and Networks  [TETRA CUG in
RailNet limited
PowerNet locations

Ham Radio

Are they resilient?
J Survivability &

Availability
RReAcT

Can the elements be
integrated to maximize
throughput (or QoSE)?

www.lirneasia.net
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Optimal use of available networks (BC-DRP)

e Identify available physical
networks owned and operated
by various operators

e Assess their BC-DRPs and
practices for improving
availability/survivability and
fault tolerance

e Determine the capacity
requirements and constraints

to readily interconnect with
R, K. Independent networks C. Node that wants to connect networks to use during a crisis




Recommendations

Government of India does not have a formal team or committee specifically
addressing the use of ICTs in Disaster and emergency communications.

Risk Mapping and Overlaying Telecommunications Infrastructure maps to
anticipate the hazard specific vulnerabilities (Effective plans, guidelines, policies,
and procedures in geographic area, hazard, and specific robust communications)



PARTICIPANT
STORIES



DOCTRINE



Interdependent components

Emergency
Communication
Services

Resilient ICT Services »

Robust Infrastructure

Survivability
Availability

Dedicated
Networks

Common
Operating

Picture




Some definitions

1.

Survivability & Availability:

1.1. Network infrastructure withstand shocks (congestion, damage, power, failures)

1.2. Geographic coverage (beyond population density coverage)
1.3. Bypass public network congestion using redundant dedicated networks
1.4. Building standards (e.g. antennas, data centers)

Rapid Restoration of Access to Telecommunications (RReAcT):

2.1. grab-n-go kits (turn-key solutions), community networks
2.2. mobile communication vehicles (mainly for backhaul & interconnection)
2.3. policies/procedures and resources (infrastructure, personnel)

Common Operating Picture:

[ Response J [Preparedness]

[ Business Continuity - Disaster Recovery ]

3.1.  Sharing trusted, timely, and comprehensible information

3.2. Inclusive emergency communication, leaving no one behind<ReSp' + Prep. = reliable COP /



ESCAP e-Resilience Toolkit (tools & best-practices)

o N
ICT & DRR An initiative of the Information and Communications Technology Vp QQ

and Disaster Risk Reduction division of the Un

—
x GATEWAY Economic and Social Commission for Asia and ﬁw acific
v

# HOME % INFORMATION & COMMUNICATIONS TECHNOLOGY ¥ DISASTER RISK REDUCTION @ SPACE APPLICATIONS B REGIONAL ADVISORY

Asia-Pacific E-Resilience Toolkit @ E-RESILIENCE TOOLS BY SUBREGION

Information and Communications Technology (ICT) has been widely recognized as an indispensable development that _ ket ,
Find e-resilience tools and best

contributes and accelerates achievement of Sustainable Development Goals. Considering the significant progress in practices relevant to:
A
the field of ICT, the prevalence of natural disasters in the Asia-Pacific region, and ICT's heightened potential to _w > North and Central Asia
t then the adapti f critical infrastruct d ieti ili h ined substantial tracti i > East and North-East Asia
strengthen the adaptive capacity of critical infrastructure and societies, e-resilience has gained substantial traction. - RN S
The Asia-Pacific E-Resilience Toolkit offers insights into a spectrum of available ICT tools and best practices that may B > South-East Asia
> Pacific

benefit policymakers in the Asia-Pacific region to enhance e-resilience and disaster risk management.

http://drrgateway.net/e-resilience



http://drrgateway.net/e-resilience
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DDoS on Maldives

MALDIVES
2017-01-08 - 2017-01-29

Percentage of time Server Failed each Day
—Tr— T

3 @
E ATTACKER &i
ZOMBIES TICTIN
| MonthDay % The Sahana Alerting Messaging Broker,
for disseminating warnings, was
Frequency of Server Access Failure (97.0%) . . . .
e e o e o P j inaccessible for long periods of time.
- “ DDoS effects how e-Gov services can
=z . .
reliably functions.

Attempted Machine Accesss Times



Risk mapping essential

Using hazard,
vulnerability, and
exposure to identify
risk (e.g Landslide
prone area)

Define a risk-based
predefined alert area to
use when issuing heavy
rains and landslide
warnings

YA =
P 6ol cdwdni Park

4
38,

G b
g A
Overlay with
telecommunications

signal coverage data to
ensure warnings go
through to intended
recipients
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InaSAFE Impact Scenario Software

9 Region: South-East Asia

% Hazard Type: Earthquakes, Floods, Typhoons / Cyclones, Tsunamis,
Landslides, Volcanic Eruptions, Glacial Lake Outburst Floods, Droughts,
Wildfires, and Extreme Weather

¥ E-Resilience Phase: Know Your Risk, Network Planning, Preparedness,

and Policy & Regulation

A DRM Phase: Risk Reduction, Preparedness and Response, and Recovery

™ Organization: Government of Indonesia / Government of Australia / World
Bank

This Tool from Indonesia utilizes ICT for its own resilience, and ICT for society’s resilience and is associated with the
keywords: Avoiding Creation of New Risks, Reducing Vulnerability, Reducing Exposure, Enabling Rapid

Assessment, Ensuring Recovery Strategy, Investing to reduce Future Risks, Utilizing ICT for Risk Assessments, Utilizing GIS,
RS, ST for DRR, Enabling Rapid Assessments and detailed PDNA, and Enhancing Future Investments

InaSAFE is a QGIS plugin

www.lirneasia.net
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Cr|S|S|gnaI mobile app and coverage maps
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CrisisSignal data and Hazard Map overlay
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Rapid Restoration &
Community Networks



Problem: Public Access and Affordability

GSM/WCDMA (i.e. 3GPP standards)

ADSL (over copper/fibre)

HF/VHF - police, military, ham radios

High Altitude Platform Stations (HAPS)
Satellite-Internet (K, Ku, C, X, L -bands)
Ham-WiFi (w. Pactor Modems)

Broadband over Power-lines / TV White Space
Dedicated 700MHz bands for civil protection

TETRA networks (only in developed countries)



Ingredients for a RReAcT

e Local Access Nodes
o Low cost portable access points
o Rechargeable, battery powered
e Mesh Network
o Nodes with embedded routing firmware
o [Easy to scale and geographic coverage

e Backhaul

o Typically 2.4GHz or 5.2GHz interconnection
o Other Terrestrial (e.g. TVWS), HAPS, Satellites

e Power
o Main grid, generators
o Solar and other sources
e Partnerships
o  Multi-stakeholder partnerships between

governments, vendors, operators, civil society
o E.g. agree with airlines to transport equipment

I «—>» Public Internet
€—2> Client-to-MR Link
Public Internet ‘e MR-to-MR
(Backhaul)
Services:
e VoIP (SIP)

e Text Messaging
e APPs (web + mobile)



Grab-n-Go Kits

MDRU ) Moveable and ?IBattery | baf’rv case " Small size phone system
Deployable Resource Unit ;

- Communities (e.g.
Schools) can be

trained tO own and VolP adaptor for analogue AcceSSpomtforwl_Fl bbbbbbbbbbbbbbbbb
line  based access network
operate é
- With support from |ii';ji;;|||||| ’
1] —
Iocal teleCOS g?r:::ﬁ:::ozf;:\:\m: Igi Omm x 100mm —
Weight: 2.0kg | i

- Ready to portto a

ne|ghbour| ng - User devices like smartphones and IP-based devices

community during ‘ é ﬂ b




TakNet Community Model

Net2Home intERLab@
(Micro ISP) AlT
+ THNICF

+ CSRs

TakNet: Last meters access solution :

Started in late 2013 % )
17 remote communities PR W

h
190 + deployed nodes Deployment by the

local ppl
1000+ residents using our network

Training the local




BC-DRP Obijectives

e BC-DRP = Preparedness and Response (practical & proven plans)

e Preparedness - secure the continuity of the ICT services;
o Set Key Risk Indicators (KRIs) - survivability and availability; determine incident “frequencies”
and “impact”, then mitigate those vulnerabilities
o  Apply 80/20 rule to define factors: congestion, damage/break, power, interference, etc
o Include Social Risk in the KRIs; e.g. affect on children, women, & elderly, trust in public goods,
characterize the amount of fear
o Establish Key Performance Indicators (KPIs):
m  Mean Time To Failure (MTTF) & Mean Time To Recovery (MTTR)
m |deal case MTTF + MTTR = 0; unrealisting (e.g. MTTR 12 hours?)

e Response - RReAcT programs that make economic sense;
o Recovery Time Objectives (RTOs)
m Must consider the human factors that are always neglected

m Service-based recovery times (e.g. Data first, SMS last or opposite?)
o Recovery Point Objectives (RPOs)

m Prioritize essential services; i.e. which organizations, geographic locations



E-Resilience support for emergency comms

1.

Tools for communities to assess their E Resilience (add to AP-IS database)

a. GIS layers of base, hazard, vulnerability, exposure, telecom infrastructure, and coverage
(most importantly OPEN DATA)

b. Communities and Organization to assess the risks and securing continuity (e.g. Raster risk
assessment and stepwise refinement method)

Inventory of best-practices for developing community networks with options of

backhaul for various disaster, geographic constraints and political climates:
a. WiMax (2.4 & 5.2 MHz) for mountainous areas?
b. LTE (700MHz) for Mars like terrain?
c. LEO satellites for small islands?

Guidelines, best-practices, and checklists to ensure telecom service provider
BC-DRPs:

a. Meet emergency communication standards (i.e. beyond normal situations)
b. Including revised language in SLAs between providers and regulators.
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