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Executive Summary

Effective pandemic response necessitates the collection of vast quantities of
personally identifiable information. As part of disease surveillance, responders need to be able
to identify those who have contracted the disease, trace contacts who may have been
exposed, and find out where clusters may be emerging. They also need to be able to ask those
who may have been exposed to quarantine, and likely follow up to check if the quarantine is
being observed, as well as if those under quarantine have developed symptoms. By tracking
who may have contracted the disease or been exposed to it, responders have a better chance
of being able to identify how the virus is travelling and take targeted actions to mitigate its
spread.

Information collection for contact tracing and quarantine monitoring can be
undertaken in a variety of ways, including testing, case reporting, and interviewing infected
persons to find out their travel history and whom they may have recently come into contact
with, and then following up with those contacts. In addition, advances in digital technologies
have given rise to newer methods. The COVID-19 pandemic has seen a proliferation of contact
tracing applications around the world. Similarly, other forms of data can be harnessed, such
as location and GPS data, as well as the use of call records to identify close contacts and
monitor quarantines.

However, there are numerous challenges in information collection during a pandemic.
Especially in a novel pandemic, as knowledge about the nature of the disease and how it
spreads is still emerging, responders have to come up with response procedures quickly and
often learn on the job. One of the challenges of dealing with infectious diseases, including
COVID-19, is combatting the stigma associated with having contracted the disease. While it
is necessary for health officials to be aware of who is infected and exposed, the social stigma
associated with the disease can incentivize the unwell to hide their symptoms, posing a
challenge for health officials. The use of digital technologies has also given rise to concerns
about cybersecurity and the protection of personally identifiable information.

While these debates have been taking place worldwide due to the extensive global
reach of COVID-19, the manner in which they play out in practice varies by context. In this
research, we focus on the COVID-19 pandemic in two emerging Asia Pacific nations, Sri Lanka
and Thailand, in particular on contact tracing and quarantine monitoring and enforcement.

We found that both countries relied heavily on contact tracing by leveraging extensive
public health networks. The information flows are described in the report. Especially in Sri
Lanka, the police and the armed forces were also heavily involved in contact tracing and
quarantine monitoring and enforcement. Digital solutions for contact tracing have also been
introduced in both countries, and while there have been benefits, there have also been
drawbacks, including challenges related to cybersecurity and data governance. Responders
also made extensive use of ICTs, including Microsoft Excel to create databases, as well as
social media platforms such as WhatsApp and LINE to coordinate responses and report data.
Furthermore, we found that one of the challenges to disease surveillance was not just due to
reluctance to disclose to authorities themselves, but the fear of lateral surveillance and
stigmatization by neighbors and acquaintances and exposure of their COVID — positive status
in the media. Hence, balancing the need for data collection with the need to protect personally
identifiable information was a challenge. We end by offering recommendations on areas that
can be improved. We hope that these findings will be useful to policymakers and health
officials in combatting future pandemics.
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Introduction

Information collection (or data collection) is key to combatting a pandemic. As part of
disease surveillance, responders need to be able to identify the infected, trace contacts who
may have been exposed, and find out where clusters may be emerging. They also need to be
able ask to those who may have been exposed to quarantine, and likely follow up to check if
the quarantine is being observed, as well as if those under quarantine have developed
symptoms. By tracking who may have contracted the disease or been exposed to it,
responders have a better chance of being able to identify how the virus is travelling, and
hopefully take targeted actions to mitigate its spread.

Some of the key ways of doing this are through testing, case reporting, and
interviewing infected persons to find out their travel history and whom they may have recently
come into contact with, and then following up with those contacts. Likewise, those who are
directed to quarantine at home could periodically be visited by health officials to ensure that
they are sticking to the quarantine. In addition, advances in communications and digital
technologies have also given rise to other methods of contact tracing and quarantine
monitoring. The outbreak of COVID-19 has seen a proliferation of contact tracing apps around
the world." It has been argued that the Sars-Cov-2 virus may spread too fast to be tracked
efficiently by purely manual methods, and that apps could help to speed up this process.?
Similarly, other forms of data can be harnessed, such as location and GPS data, as well as the
use of call records to identify close contacts and monitor quarantines. For example, in the
aftermath of the 2015 MERS outbreak, South Korea amended its Infectious Diseases Control
and Prevention Act to allow the Minister of Health and Welfare and local government heads
to ask law enforcement for location information of patients and those who are likely to have
contracted an infectious disease.® The head of the relevant police agency can ask
telecommunications business operators and location information providers for location
information, in spite of limitations under the Location Information Act and the Protection of
Communication Secrets Act.* Information that can be accessed under these provisions
include credit card records and cellphone GPS data, without a warrant.® Similarly, Taiwan has
used telecommunications data to ensure that those who are required to quarantine are not
moving too far from their residences by triangulating the users’ cellphones locations relative
to cell phone towers.® These new forms of data can enhance and complement traditional ways
of contact tracing and quarantine monitoring.

However, there are numerous challenges in information collection during a pandemic.
Especially in a novel pandemic, as knowledge about the nature of the disease and how it
spreads is still emerging, responders have to come up with response procedures quickly and
often learn on the job. One of the challenges of dealing with infectious disease, including

T For example, see Ada Lovelace Institute (2020, July 9). COVID-19 digital contact tracing tracker.
https://www.adalovelaceinstitute.org/project/covid-19-digital-contact-tracing-tracker/

2 Ferretti, L., Wymant, C., Kendall, M., Zhao, L., Nurtay, A., Abeler-Dérner, L., Parker, M., Bonsall, D., & Fraser, C.
(2020). Quantifying SARS-CoV-2 transmission suggests epidemic control with digital contact tracing. Science.
368(6491). DOI: 10.1126/science.abb6936

3 Regulating Electronic Means to Fight the Spread of COVID-19: South Korea (2020). The Law Library of
Congress. https://www.loc.gov/law/help/coronavirus-apps/korea.php

4 1bid.

5 1bid.

6 Regulating Electronic Means to Fight the Spread of COVID-19: Taiwan (2020). The Law Library of Congress.
https://www.loc.gov/law/help/coronavirus-apps/taiwan.php
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COVID-19, is combatting the stigma associated with having contracted the disease. While it
is necessary for health officials to be aware of who is infected and exposed, the social stigma
associated with the disease can incentivize the unwell to hide their symptoms, posing a
challenge for health officials. The use of digital technologies has also given rise to concerns
about cybersecurity and the protection of personally identifiable information. The United
Nations recently released a joint statement on “Data Protection and Privacy in the COVID-19
Response.” It stated that (quoting below):’

Taking into account the UN Personal Data Protection and Privacy Principles, the UN
Secretary-General’s policy brief on human rights and COVID-19, and relevant health and
humanitarian standards, data collection, use and processing by UN System
Organizations in their operations should, at a minimum:

e Be lawful, limited in scope and time, and necessary and proportionate to specified and
legitimate purposes in response to the COVID-19 pandemic;

e Ensure appropriate confidentiality, security, time-bound retention and proper
destruction or deletion of data in accordance with the aforementioned purposes;

e Ensure that any data exchange adheres to applicable international law, data protection
and privacy principles, and is evaluated based on proper due diligence and risks
assessments;

e Be subject to any applicable mechanisms and procedures to ensure that measures
taken with regard to data use are justified by and in accordance with the aforementioned
principles and purposes, and cease as soon as the need for such measures is no longer
present; and

e Be transparent in order to build trust in the deployment of current and future efforts
alike.

Questions surrounding how health data and related information should be collected,
stored and used during epidemics do differ from how these questions are approached in non-
epidemic healthcare situations. Epidemics are emergencies that have to be dealt with quickly,
which means that a great deal of information needs to be collected fast. Furthermore, it is not
only health officials who are involved; law enforcement and private businesses may have roles
to play as well. Other forms of data that may not always be ordinarily used in healthcare
settings (e.qg., travel history) also need to be collected when tracking an infectious disease,
which has a specifically communal aspect (i.e., a patient can transmit the infection to another
person). Therefore, information and data collection and use in epidemics specifically warrants
its own research and development of specific solutions and standards.

While these debates have been taking place worldwide due to the extensive global
reach of COVID-19, the manner in which they play out in practice varies by context. In this
research, we focus on the COVID-19 pandemic in two emerging Asia Pacific nations — Sri
Lanka and Thailand, in particular on contact tracing and quarantine monitoring and
enforcement. We first conducted desk research to review existing laws, policies and
regulations relating to epidemics and the collection and use of health data and information in

7 United Nations (2020, November 18). Joint Statement on Data Protection and Privacy in the COVID-19 Response.
https://www.un.org/en/coronavirus/joint-statement-data-protection-and-privacy-covid-19-response;
https://www.un.org/sites/un2.un.org/files/joint_statement_on_data_protection_and_privacy_in_covid-

19_response.pdf
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both countries. Through desk research, we also found out what kinds of information gathering
systems are being deployed. We then conducted key informant interviews with personnel
involved in the COVID-19 response in both countries and other experts to understand their
first-hand insights on what was happening on the ground. In Sri Lanka, in-depth interviews
with two Sri Lankan citizens who returned to the country during the pandemic and quarantined
were also conducted. A full listing of the key informants can be found in Annex 1.

It should be noted that COVID-19 is an ongoing situation as of the time of this research.
We focused our study mainly on the events of the year 2020. We have done our best to present
the practices that were followed in the response to COVID-19 as completely and thoroughly
as possible, but it is possible that these practices may change and evolve as the pandemic
continues.
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Policies, Laws and Regulations

Following is a discussion of the policies, laws and regulations that relate to collection
of health information and other related information. In response to the COVID-19 pandemic,
specific ad hoc circulars, guidelines and regulations were issued. A fuller listing of these
policies, laws, and regulations can be found in Annex 2.

Sri Lanka

One of the key legislations for dealing with epidemics in Sri Lanka is the Quarantine
and Prevention of Disease Ordinance of 1897 (henceforth “Quarantine Act”). The Quarantine
Act encompasses various powers, including the ability to enforce quarantine, and isolate
those who have contracted the disease. Among others, the regulations can provide:

3. 1) (p): “for prescribing the reporting to such officer or officers as may be named in the
regulations, by medical practitioners and persons professing to treat diseases, of cases of
disease treated by them,”

3. 1. (q): “for prescribing the reporting by the householder or occupier of any house or
premises to such officer or officers as may be named in the regulations of any case of
serious illness occurring in any such house or premises ; and the visiting and inspecting of
such case by such officer or officers;"”®

Sri Lanka does not have laws in place regarding the collection and use of health-related
information. Policies have been released with guidelines in place, including the National Policy
on Health Information (2017)° and the National Digital Health Guidelines and Standards
(“NDHGS") Version 2.0 (2020, updated from Version 1.0 of 2016)." The National Policy on
Health Information sets out broad brush strategies for data storage and backup, data /
information archiving and disposal, and data / information sharing. It touches upon the
general/generic objectives of privacy and confidentiality but does not clearly define roles such
as data controller / processor etc. It does not also encompass any consequences for violation
of these principles. The NDHGS is meant for both the state and private sector health
institutions. The standards cover a variety of areas, including digital health architecture, digital
health hardware; digital health software services; network and connectivity for healthcare
institutions; communication interface for websites and emails; privacy, confidentiality,
security, and medical ethics; and digital health systems interoperability (p. ii). The NDGHS
states that personally identifiable information should only be used for “specified, explicit and
legitimate purpose” (p. 17). Furthermore, personally identifiable information shall not be
disclosed without the written informed consent of the individual concerned. The NDHGS
defines “consent” as follows: “consent’ means any freely given, specific, informed and
unambiguous indication by way of a written declaration or an affirmative action signifying a

8 Quarantine and Prevention of Diseases Ordinance 1897. Accessed at
https://www.lawlanka.com/lal/pages/popUp/printConsolidationPopUp.jsp?actld=1981Y17V553C on 7 April
2021

9 Ministry of Health, Nutrition, and Indigenous Medicine. (2017). The National Policy on Health Information.
http://www.health.gov.lk/moh_final/english/public/elfinder/files/publications/publishpolicy/NationalPolicyonHe
althinformation.pdf

10 Ministry of Health. (2020). National Digital Health Guidelines and Standards [NDHGS] 2.0.
http://www.health.gov.lk/moh_final/english/public/elfinder/files/publications/list_publi/NDHGS%20v2.pdf
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http://www.health.gov.lk/moh_final/english/public/elfinder/files/publications/publishpolicy/NationalPolicyonHealthInformation.pdf
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data subject’s agreement to the processing of his/her personal data” (p. 17). However, the
NDHGS is not yet fully implemented nationwide.

Dr. Lasantha Ranwala, Senior Registrar of Health Informatics at the Ministry of Health,
Sri Lanka, told us that there are four technical working groups in the Ministry, and that he is
co-chairing a technical working group focusing on data privacy, data protection, and health
information security. “In [those] technical working groups also we are planning to develop
some health information security guidelines for the health institutions and other than that we
[are] also trying to develop some interoperability framework to connect all the information
system([s] in the country [..] to sharel..] information with each other.” He also stated that
implementation of the NDGHS was being encouraged, since all parties need to follow the
same standard if data is to be shared. “It is not only for the government, it is for the whole
country,” he added.

There is no express constitutional right to privacy under the Constitution of Sri Lanka.
Article 14A the Constitution deals with the right of access to information. In the said provision,
privacy is included as an exemption, wherein information requested can be refused on the
grounds that it violated privacy. However, some degree of protection for violations stemming
from the breach of privacy can be claimed under the common law. An action can also
potentially lie thorough actio iniuriarum, under the law of delict. Under the actio iniuriarum
divulging personal information could be considered an affront to dignity or in violation of
personality rights."

Sri Lanka does have a draft Personal Data Protection Bill (2019)'? which has not yet
been passed into law. The Bill defines “data concerning health” as “means personal data
related to the physical or psychological health of a natural person, which includes any
information that indicates his health situation or status.” "Personal data" has been defined as
“means any information that can identify a data subject directly or indirectly, by reference to
- (a) an identifier such as a name, an identification number, location data or an online
identifier, or (b) one or more factors specific to the physical, physiological, genetic,
psychological, economic, cultural or social identity of that individual or natural person.” It
should be noted that data concerning health comes with “special categories of data” for which
additional conditions for processing are afforded, described in Schedule Il of the Bill.
Processing of special categories of data is permissible for communicable diseases and public
health emergencies under Schedule Il of the Bill, even without consent.

To tackle the COVID-19 outbreak, several gazettes, circulars, and guidelines have been
published that relate to information collection. An interim summary guideline was released on
26 January 2020 by the Ministry of Health.”™ The said guideline stated that the treating
physician should immediately notify the Epidemiology Unit of the Ministry of Health by phone
when patients are suspected of having the COVID-19 virus. The interim guidelines also
mandated that every lab request form for testing should collect a brief history of the illness.

1" Amerasinghe, C. F. (1966). In Aspects of the Actio iniuriarum in Roman-Dutch law. essay, Lake House
Investments.

12 Draft of Personal Data Protection Bill 2019. Retrieved on 7 April 2021 from https://www.icta.lk/icta-
assets/uploads/2021/03/DP-Bill-LD-Revised-Draft-7-1st-Feb-2021.pdf

13 Ministry of Health and Indigenous Medicine (2020). Interim Summary Guidelines for Clinical Management of
patients with novel coronavirus (20719-nCoV). Retrieved from
https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/InterimGuidelinesCOVID19.pdf These
guidelines were sent to “Provincial Directors of Health Services, Regional Directors of Health Services,
Heads/Directors of Health Institutions, Directors of National Hospital / Teaching Hospitals / Provincial & District
General Hospitals, Base Hospitals, All Medical Superintendents of other Hospitals, All Consultant Community
Physicians, All Regional Epidemiologists.”
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Other details such as patient information (name, age, sex), clinical features, presence of co-
morbidities, travel history, date and time of sample collection, sample type, and other
laboratory investigations, are also needed. The first case of COVID-19 in Sri Lanka, a tourist
from China, was detected in late January 2020.'* The patient was treated at the National
Institute of Infectious Diseases (also known as Infectious Diseases Hospital, or “IDH") in Sri
Lanka, and recovered and was discharged in mid-February 2020." On 10 March 2020, the first
COVID-19 case of a Sri Lankan national within Sri Lanka was detected, a tour guide who had
travelled with tourists from Italy.’® On 17 March, it was announced that all passenger arrivals
to the Bandaranaike International Airport would be suspended, starting from 18 March.”” On
20 March, an island-wide curfew was imposed.® The curfew was extended several times.

A register was required to be maintained by every healthcare institution of details of
healthcare workers who had been exposed to COVID-19 (circular dated 25 March 2020). The
register should record the name, age, sex, designation, place of work (OPD (Outpatient
Department) /Ward etc.), the name of the suspected or positive patient (if known), details of
exposure, date of start of self-isolation and date of completion of self-isolation. Every hospital
has been required to collect general patient information (such as name, age, address, NIC or
passport number), symptoms presented by the patient, travel history and evidence of close
contact with a person having / at risk of contracting COVID-19, from all persons being
admitted to a ward as part of the screening checklist for COVID-19 (circular dated 24 April
2020).2° The public is able to call the 1390 hotline and inform the authorities if they experience
symptoms of COVID-19.%

The easing of curfew restrictions began in May 2020%? and the curfew was lifted in the
commercial capital of Colombo (except at night) in late May 2020.2 On 04 May 2020,
“Guidance on carrying out RT - PCR test for COVID-19 in work settings” was released, requiring
that when a staff member or person who has visited the workplace is found to be positive, the
health authorities of the area must promptly be informed. As assessment of the situation and
further instructions will be given by the Consultant Community Physician, the Regional
Epidemiologist, the Medical Officer of Health, or another technically competent responsible
person. If a staff member or visitor to the workplace is later found to be a contact of a COVID-

14 First patient with coronavirus reported in Sri Lanka. (2020, Jan 27.). Colombo Page.
http://www.colombopage.com/archive_20A/Jan27_1580144354CH.php

15 Chinese coronavirus patient discharged

(2019, 19 Feb.) Colombo Gazette. https://colombogazette.com/2020/02/19/chinese-coronavirus-patient-
discharged/

16 Jayasekera, S.A. (2020, 12 Mar.). First ever COVID 19 patient identified in Sri lanka. Daily Mirror.
http://www.dailymirror.lk/print/front_page/First-ever-COVID-19-patient-identified—in-Sri-lanka/238-184765

17 Sri Lanka to halt all passenger arrivals at BIA. (2020, 17 Mar.). Ada Derana.
http://www.adaderana.lk/news.php?nid=61460

18 |sland-wide curfew to be imposed until Monday (2020, 20 Mar.). Ada Derana.
http://www.adaderana.lk/news.php?nid=61578

19 Ministry of Health and Indigenous Medicine (2020). Maintenance of a register for healthcare workers exposed to
COVID-19 at health care institutions. Retrieved from
https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/covid-19-register-for-health-care-workers.pdf
20 Ministry of Health and Indigenous Medicine (2020). Management of Accidental Discovery of Suspected COVID-
19 Patient in the Hospital. Retrieved from
https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/circular_for_sudden_discovery_of_a_pt.pdf
21 COVID-19 prevention measures to continue until after New Year — Dr. Jasinghe. (2020, 5 Apr.). Ada Derana.
http://www.adaderana.lk/news.php?nid=62265

22 Resumption of civilian life and office work to begin from May 11. (2020, 1 May). Colombo Page.
http://www.colombopage.com/archive_20A/May01_1588349980CH.php

23 Srinivasan, S. (2020, 26 May). Curfew lifted in Colombo after 2 months. The Hindu.
https://www.thehindu.com/news/international/curfew-lifted-in-colombo-after-2-months/article31681382.ece
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19 patient, the health authorities need to be informed immediately so that a risk assessment
can be conducted if needed.?* In addition, the Ministry of Health released a series of “new
normal” guidelines applicable to various business entities in late May 2020.2° The
workers/employees have been asked to submit their contact details to the employers and an
assurance form indicating compliance with instructions in the guidelines - this was applicable
to public buses, open markets, salons, tailors, hotels etc.?® In many cases, an assurance form
that the instructions are being followed is required to be submitted to the area Medical Officer
of health along with copies to local government authority (municipal council / urban council /
pradeshiya sabha). 2’ Surveillance requirements have been instructed for several employers
or owners for shops,?® supermarkets,?® and restaurants.®® The relevant requirements state,
“Establish an employee health surveillance system and a process of getting appropriate
medical advice to them.”

COVID-19 was declared a notifiable condition via circular, effective from 1 July 2020,
by the Director General of Health Services, invoking the Quarantine Act.®" In the event of a
laboratory-confirmed positive case, it is mandatory that the Epidemiology Unit be notified
immediately by phone, and followed by the notification format through fax, email, or post.*?
The form provided with the circular requests the collection of patient details such as name,

24 Ministry of Health and Indigenous Medicine (2020). Guidance on Carrying Out RT — PCR Test for COVID-19 in
Work Settings. Retrieved from
https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/guidance_on_carrying_out_rt-
pcr_test_for_covid-19.pdf

25 Health Promotion Bureau (n.d.) COVID-19. Health Promotion Bureau. https://www.hpb.health.gov.lk/en/covid-
19

26 Ministry of Health and Indigenous Medicine (2020). Instructions for Selected Public Activities / Work Settings for
the Prevention and Control of COVID-19: Tailors and Dressmakers. Retrieved from
https://www.hpb.health.gov.lk/media/new-pdf/tailors-eng.pdf; Ministry of Health and Indigenous Medicine
(2020). Instructions for Selected Public Activities / Work Settings for the Prevention and Control of COVID-19:
Tourism and hotel sector. Retrived from _https://www.hpb.health.gov.lk/media/new-pdf/tourism-hotel-eng.pdf;
Ministry of Health and Indigenous Medicine (2020). Instructions for Selected Public Activities / Work Settings for
the Prevention and Control of COVID-19: Use of public buses. Retrieved from
https://www.hpb.health.gov.lk/media/new-pdf/public-buses-eng.pdf ; Ministry of Health and Indigenous
Medicine (2020). Instructions for Selected Public Activities / Work Settings for the Prevention and Control of COVID-
19: Open markets. Retrieved from https://www.hpb.health.gov.lk/media/new-pdf/open-markets-eng.pdf ; Ministry
of Health and Indigenous Medicine (2020). Instructions for Selected Public Activities / Work Settings for the
Prevention and Control of COVID-19: Barber and Beauty Salons. Retrieved from
https://www.hpb.health.gov.lk/media/new-pdf/salons-eng.pdf

27 |bid. Note: A “pradeshiya sabha” is a local government authority in Sri Lanka. According to the Pradeshiya
Sabhas Act, No. 15 of 1987, the functions of a pradeshiya sabha are as follows: “The Pradeshiya Sabha
constituted for each Pradeshiya Sabha area shall be the local authority within such area and be charged with the
regulation, control and administration of all matters relating to public health, public utility services and public
thoroughfares and generally with the protection and promotion of the comfort, convenience and welfare of the
people and all amenities within such area.” Pradeshiya Sabhas Act, No. 15 of 1987 (Sri Lanka). Retrieved from
https://www.lawnet.gov.lk/pradeshiya-sabhas-3/

28 Ministry of Health and Indigenous Medicine (2020). Instructions for Selected Public Activities / Work Settings for
the Prevention and Control of COVID-19: Shops (General). Retrieved from
https://www.hpb.health.gov.lk/media/new-pdf/shops-eng.pdf

2% Ministry of Health and Indigenous Medicine (2020). Instructions for Selected Public Activities / Work Settings for
the Prevention and Control of COVID-19: Supermarkets https://www.hpb.health.gov.lk/media/new-
pdf/supermarkets-eng.pdf

30 Ministry of Health and Indigenous Medicine (2020). Instructions for Selected Public Activities / Work Settings for
the Prevention and Control of COVID-19: Restaurants. Retrieved from https://www.hpb.health.gov.lk/media/new-
pdf/restaurants-eng.pdf

81 Ministry of Health and Indigenous Medicine (2020). Mandatory Notification of laboratory confirmed COVID-19
cases. Retrieved from
https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/mandatory_notification_lab_confirmed_covid_
19.pdf

32 |bid.



https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/guidance_on_carrying_out_rt-pcr_test_for_covid-19.pdf
https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/guidance_on_carrying_out_rt-pcr_test_for_covid-19.pdf
https://www.hpb.health.gov.lk/media/new-pdf/tailors-eng.pdf
https://www.hpb.health.gov.lk/media/new-pdf/tourism-hotel-eng.pdf
https://www.hpb.health.gov.lk/media/new-pdf/public-buses-eng.pdf
https://www.hpb.health.gov.lk/media/new-pdf/open-markets-eng.pdf
https://www.hpb.health.gov.lk/media/new-pdf/salons-eng.pdf
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age, sex, address, district, and contact numbers (home and mobile). Symptoms should also
be noted, as well as the date of onset of symptoms and date of the PCR test, among other
details.

In July 2020, a cluster of cases was detected in Kandakadu,* but it was later reported
that that the cluster had been brought under control.34 In early October 2020, a COVID-19 case
was detected in Minuwangoda, and curfew was imposed in the Divulapitiya and Minuwangoda
police divisions.®® In the following months, large numbers of cases were detected, marking
what might be termed the “second wave” of COVID-19 in Sri Lanka. Regulations were passed
under the Quarantine Act, by Extraordinary Gazette No. 2197/25 dated 15 October 2020
(“COVID-19 Regulations, October 2020").3¢ Regulations 94 and 95 are specifically relevant,
quoted below:

94. The employer or person in charge of any institution or work place which
provides essential services or any other service which is required for maintaining national
security, national economy, public health or preventing the spread of the Coronavirus
Disease 20719 (COVID - 19) in any diseased locality in relation to the Coronavirus Disease
2019 (COVID - 19) shall in carrying out such services, -

(d) ensure that the body temperature of every person is measured before entering
the institution or workplace

(f) maintain a record of the name, identity card number and contact details of
every person entering the institution or the work place

95. A person who owns or in charge of a super market, shop, sales outlets or any
other place of business which provide essential or any other service in any diseased
locality in relation to the Coronavirus Disease 2019 (COVID - 19) shall -

(d) ensure that the body temperature of every person is measured before entering
the premises

33 Sri Lanka finds 300 Coronavirus cases as Kandakadu cluster expands, over 1000 to be tested. (2020, 10 July).
Economy Next.
https://economynext.com/sri-lanka-finds-300-coronavirus-cases-as-kandakadu-cluster-expands-over-1000-to-be-
tested-71813/

34 Borham, M. (2020, 19 July). Kandakadu cluster under control - Dr. Jasinghe. Sunday Observer.
http://www.sundayobserver.lk/2020/07/19/news-features/kandakadu-cluster-under-control-%E2%80%93-dr-
jasinghe

35 police curfew imposed in Divulapitiya and Minuwangoda. (2020, 4 Oct.). Ada Derana.
http://www.adaderana.lk/news/67715/police-curfew-imposed-in-divulapitiya-and-minuwangoda

36 - GAZETTE EXTRAORDINARY OF THE DEMOCRATIC SOCIALIST REPUBLIC OF SRI LANKA - 15.10.2020. No.
2197/25. Retrieved from

https://www.chamber.lk/images/COVID19/pdf/Englishversion_2197-25_E.pdf
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Thailand

Existing laws in Thailand that are of relevance include the National Health Act, B.E.
2550 (2007) (wszswiiydRguammisnd w.a. 2550).37 Section 7 and 8 stipulate confidentiality and

integrity principles for personal health information and the rights of a person over his or her
own personal health information. The Official Information Act, B.E. 2540 (1997) (wszswifydiatoya

smasvesswms w.a. 2540)38 Chapter 3 stipulates obligations for a state agency, including a state

enterprise, when handling personal information of a Thai person and a non-Thai person who
has a residence in Thailand. The National Telecommunications Commission Announcement
on the protection measures for consumer rights in the areas of personal data, privacy, and
freedom of communication via telecommunication networks (2006) (szma nnw. 3o inasarsgunases

a a Y a A ooy v a T o ~ A = o 39
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sectorial data protection law applies for the telecommunication service licensees, including
internet access provider. Location data from the telecommunication network could be
considered personal information under this law.

Notably, Thailand has recently promulgated a new data protection law -- the Personal
Data Protection Act B.E. 2562 (2019) or PDPA.#° The new law adopts a broad definition of
“personal data” (essentially, any information which directly or indirectly identifies an
individual) as well as concepts of “data controller,” “data processor,” and “data subject”
consistent with protection components such as consent of data subject, lawful collection, use
and disclosure of personal information, privacy notice, security measures and notification of
data breaches, among others.*' Despite having been passed since 27 May 2019, the law is yet
to be fully enforced. Most of the law’s operational provisions, including provisions relating to
the rights of a data subject, the obligations of a data controller and the penalties for non-
compliance, were originally scheduled to be in effect on 27 May 2020. However, this timeline
was postponed for another year due to complications from the COVID-19 pandemic. The
PDPA is under the supervision of the Ministry of Digital Economy and Society (DES) and the
main supervising authority of the PDPA is the Office of Data Protection Committee which until
now has not been appointed. The PDPA rules as exemptions the required consent from the
data subjects under these circumstances — “preventing or suppressing a danger to a Person’s
life, body or health” (section 24) and “public interest in public health, such as protecting
against cross-border dangerous contagious disease or epidemics which may be contagious
or pestilent” (section 26).42

87 wagrwiaiaquamuiand wa. 2550 (2007). Retrieved from
https://www.dms.go.th/backend//Content/Content_File/Information_Center/Attach/25621124013609AM_17.pd
f. An unofficial English translation may be found at: http://thailaws.com/law/t_laws/tlaw0368.pdf

38 wagsmiaiatoyasnmsvessyms wa. 2540 (1997). Retrieved from
https://www.ocpb.go.th/download/pdf/act_eng_40.pdf

39 \lsgmanmznssumstans Tnsannamrand Soaasmsduasesanivesdlduims Tnsamnauiesudeyadiuyana anslunnuiudaud uaziadnmlumsdons
fafuTaomaTnsaunay (2006). Retrieved from http://www.ratchakitcha.soc.go.th/DATA/PDF/2549/E/088/20.PDF

40 Suwanprateep, D. (2020, Nov.). Thailand - Data Protection Overview. Data Guidance.
https://www.dataguidance.com/notes/thailand-data-protection-overview

41 Kiratisountorn. T., Eianleng, P., Gamvros, A., & Kwok, R. (2020, Feb. 28). Thailand Personal Data Protection Law.
Data Protection Report.

https://www.dataprotectionreport.com/2020/02/thailand-personal-data-protection-law/

42 Note that quotes are taken from the unofficial English translation. wizswinyaagunsosoyadanyana wa 2562 (2019).
Retrieved from https://thainetizen.org/wp-content/uploads/2019/11/thailand-personal-data-protection-act-2019-
th.pdf Unofficial English translation: https://thainetizen.org/docs/data-protection-cybersecurity-acts/
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In Thailand, the first confirmed cases of COVID-19 were found in January 2020. In
terms of measures taken to combat COVID-19, on 1 March 2020, COVID-19 was publicly listed
as a dangerous communicable disease (No. 14) under the Communicable Diseases Act B.E.
2558 (2015). On 26 March, the Thai government declared a state of emergency in all areas
throughout the Kingdom and set up Center for COVID-19 Situation Administration (CCSA) at
both national and provincial levels in March 2020 to effectively mitigate the pandemic in a
unified effort. The Emergency Decree on Public Administration in Emergency Situations, B.E.
2548 (2005) (wszsmwsmuansudmsswmshaaumssignau wa. 2548)* is of relevance here. Curfews and

lockdown measures went into effect in varying degrees throughout the country during April
2020, hence bringing down the number of new infection cases. As locally transmitted infection
rates dropped to near-zero in mid-May, easing of restrictions was gradually implemented and
lockdowns lifted. Since March 2020, however, the Emergency Decree has been renewed
numerous times. Much of the invoking of the decree was attributed to a series of protests
against the government that began in June 2020 and continued regularly. Most recently, the
Thai government on 18 November 2020 announced another extension of a nationwide
emergency decree until 15 January 2021, citing the need to prevent a resurgence in COVID-19
infections during the peak New Year's travel period.

Statements, notifications and orders issued using Emergency Decree include
prescribing details about measures and documents needed for an individual in order to depart
another country for Thailand (Certificate of Entry, Fit to Fly Health Certificate, T8 Form self-
declaration of health), measures during the stay inside Thailand (including a requirement to
install a tracking application or any other application as the authority requires), and measures
before leaving Thailand. These are the guidelines that Thailand's Certificate of Entry
Registration System (for air travel) refer to on its website.** Power is also given to officers to
enforce the use of tracking applications on mobile phones. #° Officers also have the power to
ask venue managers or activity organizers to provide tracking applications for the purpose of
tracking and notifying a participant who joined the gathering or any activity that may have
contact risk and there is a reasonable cause to suspect that they may have an infection. 4¢
Please refer Annex 2 for a list of the statements, notifications and orders issued using
Emergency Decree.

In a bid to cope with the outbreak, the Ministry of Public Health in late March passed
a measure requiring mandatory notification of infection cases to the concerned authority
within three hours. Violators will be punished by law. Units that are generally liable in this
mandatory notification scheme include suspected and confirmed COVID-19 patients, medical
practitioners and hospitals, laboratories where PCR tests are conducted, and business and
hotel owners.

A3 wagmimuamsuinsamsluanmumsaiandu wa. 2548 (2005). Retrieved from
http://web.krisdika.go.th/data/slideshow/File/1-TH-EMERGENCY.pdf

An unofficial English translation of the decree may be found at: http://web.krisdika.go.th/data/slideshow/File/1-
EN-EMERGENCY.pdf

44 Thailand's Certificate of Entry (COE) Registration System (for air travel) (n.d.)
https://coethailand.mfa.go.th/

45 Fosmua oonawanuluinan 9 wsgwmmuamsuimssms luaaumiseignidu wa. 2548 (ﬂﬁuﬁ 1) (200 5). Retrieved from
http://web.krisdika.go.th/data/slideshow/File/RequlationTH.pdf

An unofficial English translation may be found at:
http://web.krisdika.go.th/data/slideshow/File/ReqgulationEN.pdf

46 Fotmun oonamanuluman 9 wizswdmuamauinssgnsluanmmsdiandu wa. 2548 (auit 11) (2005). Retrieved from

http://www.samutsongkhram.go.th/covid/attachments/article/171/T_0031.PDF
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Information Collection and Use During
COVID-19

Information collection can be divided into broadly two categories:
1. Information collection undertaken by health authorities and other state authorities
2. Information collection requirements imposed on third parties (e.g., businesses,

workplaces, etc.)

There are also broadly two modes of collecting information:

1. “Paper based” information collection in the field through interviewing patients, close
contacts, and those in quarantine, and requesting them to fill forms. This data may be
digitized later on.

2. Use of apps and technologies. This can include:

a. Dedicated applications developed for responding to COVID-19

b. Use of existing social media applications (e.g., WhatsApp, LINE).

c. Use of other forms of data (e.qg., call records, collaborating with existing apps
such as ridesharing apps).

13
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Contact Tracing and Disease Surveillance

“Paper-Based” Contact Tracing in the Field

Sri Lanka

Aggregated national-level COVID-19 statistics are published online and regularly updated by
the Health Promotion Bureau (HPB) of Sri Lanka, which maintains a “COVID-19 Dashboard”
on their website.*” These include total figures for confirmed cases, deaths, recovered and
discharged, and suspected and hospitalized. Daily figures are also provided for new cases,
deaths, and recovered and discharged.

Contact Tracing by Health Officials and Authorities

The chart below depicts the reporting structure once a positive COVID-19 test result is found
in a laboratory, as explained to us by in a Kll with a Medical Officer Community Health Unit,
Provincial Directorate of Health Services.

Figure 1

Journey of a positive COVID-19 test result 48

Testing Lab

Epidemiology Regional Medical Officer

Unit Epidemiologist of Health

47 Health Promotion Bureau. (n.d.). COVID-19 : Live Situational Analysis Dashboard of Sri Lanka. Health Promotion
Bureau.

https://hpb.health.gov.lk/covid19-dashboard/

48 Source: Key informant Interview with a Medical Officer Community Health Unit, Provincial Directorate of Health
Services. Note that NOCPCO stands for “National Operation Center for Prevention of COVID-19 Outbreak.”
Headed by General Shavendra Silva. See Sri Lanka Army (n.d.) National Operation Centre for Prevention of COVID -
19 Outbreak. https://alt.army.lk/covid19/
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The Regional Epidemiologist (RE) and the Medical Officer of Health (MOH) organize
the transportation of the patient to a designated COVID-19 hospital. The NOCPCO is involved
in determining to which hospital the patient should be sent to. The RE, MOH and Public Health
Inspectors (PHIs) trace the first-degree contacts of the patient and send these contacts to
quarantine centers, while second degree contacts are directed to quarantine at home.*® The
information asked from the patient includes: name, age, sex, ID number, Grama Niladhari (GN)
division,%® marital status, number of children, home contacts, travel history (where they went,
who they stayed with, how they travelled). The interviewee also told us that in their province,
they also map positive cases by GN division to look for the emergence of clusters as part of
disease surveillance. This is the responsibility of the RE as well.

Dr. Prabhath Ranasinghe, a Consultant Community Physician (CCP) in Matale District,
Central Province, explained to us how information collection and database creation took place
in his district. He emphasized that some procedures could vary by district, and that the
practices followed in Matale were not necessarily the same in all districts. He described the
main “public health team members” as the RE, MOH, PHI, and CCP (himself) who are involved
in case investigation at the district and community levels. This team is the first to visit the
COVID-positive patient. Sometimes, they coordinate with the police to ensure that the health
team is the first to visit the patient and their family, to reduce possible fear in the patient and
family. The team gives the patient and family reassurances, and gives them information about
the disease and precautions they can take. They discuss their travel history and contacts.
Important information is noted down on paper in the field, and then transferred to databases
in the form of excel sheets. The databases include information such as name, age, gender,
occupation, possible contacts with a COVID positive or suspected person, how many days the
person visited the district. “So because [of] all these databases, we have quite a bit of
information [...] so depending on that information specially about the name, the address, and
the MOH area and the PHI range also it is easy for us to trace,” he explained. The databases
are developed for different categories, including for COVID-positive patients, those
quarantined at designated facilities, and those quarantined at home. Data can also be shared
at the more granular MOH level or the broader provincial level and with the Epidemiology Unit,
though the more detailed database is at the district level.

Furthermore, Dr. Ranasinghe said that after returning to the MOH office from the field,
the team discusses the information they have gathered together. “We discuss about the
history, [...] mapping and the timeline. We draw on the whiteboard to understand the scenario
and also to decide who are the most important contacts to be tested first like that. So it's [...]
teamwork, [a] huge kind of, you know, intellectual work after collecting all these primary data
from the patient or from the family,” he elaborated. After the history is taken, Dr. Ranasinghe
explained that they look at where the patient has travelled and trace first- and second-degree
contacts. The risk level of the contacts is assessed, and it is decided on this basis who should
be quarantined and who needs to be tested. PHIs follow up on those undergoing home
quarantine, but it is sometimes difficult practically to visit those in quarantine because of the
limited number of PHIs. Hence, the PHIs have been advised to contact those in quarantine
over the phone, even though they may not be able to visit daily, and follow up for around
fourteen days on whether those in quarantine have developed symptoms. Furthermore, their
RE writes a daily summary of important information from the databases and emails it to the

49 Who goes to quarantine centers and who has to quarantine at home may change over time with the different
waves of COVID-19.
50 The GN division is the lowest administrative division in Sri Lanka.
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Regional Director of Health Services (RDHS), himself, the relevant provincial level CCP and the
Provincial Director. In the quarantine centers, there is a designated medical officer usually
from the forces, and this doctor coordinates with the health officials when needed. Dr.
Ranasinghe also added that some random testing is done in areas deemed to be “high-risk.”
As examples of these areas, he mentioned economic centers, and large-scale work settings
such as garment factories. OPD settings in major hospitals were identified as sentinel sites
for routine surveillance of COVID-19.

Coordination between districts also takes place. Another Consultant Community
Physician from a different province we interviewed stated, “Usually if we receive some
information from [an]other district about [a COVID-19] positive patient contact, we convey this
message to the relevant Regional Epidemiologist.” The CCP also noted that there were
informal methods of communication and exchanging information as well. For instance, the
CCP is in a WhatsApp group with CCPs from other districts and provinces and a few Regional
Epidemiologists, as well as a health official from the army. Sometimes, Viber groups are also
used among the health officials to communicate regarding gaps in the information about PCR
samples. The CCP stated that the WhatsApp and Viber groups are closed groups, and
information is shared only among health staff. Furthermore, the CCP spoke about the
coordination between the health officials and law enforcement — “The police and the security
forces also will help if something needs to be attended [to], if some people are not following
the advice of the PHI or the MOH. Sometimes the police and security will accompany the
health staff.” In terms of quarantine, the CCP noted that the NOCPCO also decides to which
centers contacts may be sent for quarantine.

Furthermore, a hospital administrator®' told us that some of the information sharing
systems between health officials and with other officials such as law enforcement arose
somewhat spontaneously, as a way of coping with an unexcepted situation. The administrator
explained what happened if a person in the hospital ended up testing positive for COVID-19,
in their experience:

“As an administrator, [the Epidemiology Unit] will contact us. And that means this lab
[where the tests are analyzed] was informing the Epidemiology Unit. That was done so that
the area PHI, that is the Public Health Inspector, and the area Medical Officer of Health, so
that the field staff would know. And also during the first phase of this epidemic, like there was
very aggressive contact tracing also. So they shared this information probably with the law
enforcing agencies as well. So that is how I think, actually this was never spelt out to us in a
circular, or you know we didn't know the exact sort of algorithm of how this happened. [..] it
is a bit of a tricky situation to comment on, actually. But it certainly contributed to the early
curbing of the escalation [in the first wave], you know?” The administrator added that personal
connections between the health professionals also contributed to the exchange of important
information — “They will always tell us that your hospital has [some] patients who are positive.”

Dr. Kushlani Jayatilleke, Consultant Microbiologist, Sri Jayewardenepura General
Hospital,>? explained to us what happened if a patient in the hospital was suspected of having
COVID, and the patient was tested. When the sample is given for testing, details of the person
such as age, sex, telephone number, ID number, and address, are sent to the police. This
information usually goes through the medical records officer of the hospital. The police then
follow up with the guardian of the patient to check the patient’s status. The police are also

5T Note that this is not a COVID designated treatment hospital.
52 Note that this is not a COVID designated treatment hospital.
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informed of the number of COVID-19 tests done daily. A daily update is also sent from the
laboratory to the Epidemiology Unit on the number of tests done. When results are available,
a daily update is also given to the Ministry of Health database, maintained at the Planning Unit,
including the number of samples, how many patients were tested for the first time, how many
repeat tests, the number of positive results, the number of inconclusive results, etc. The PHI
of the hospital is also notified, who notifies the area MOH of the COVID-positive person. Dr.
Jayatilleke also explained that once test results are available, she fills an excel sheet with the
details of the patients and the results and sends this to the Epidemiology Unit daily.

In addition, Dr. Jayatilleke explained the mechanism followed in her hospital for
monitoring the exposure of health workers to COVID-19. She stated that there are two ways a
health worker could be exposed - either in the hospital or in their communities. Health
workers were actively monitored for symptoms, and those who displayed symptoms were
tested for COVID-19. They also obtained the details of the healthcare workers, including their
permanent address, where they live, temporary address, and with whom they live. If a cluster
emerges in a certain area, it can be checked if any health workers are coming from those
areas, and decide if they should come into work or not and to monitor them for symptoms. If
a healthcare worker is exposed to a known COVID patient, the administrators and technical
group of the hospital will meet, and the degree of exposure will be assessed, as well as next
steps (e.g. if the health worker needs to quarantine). The PHI of the hospital and the
Epidemiology Unit will be informed so that contacts of the worker can be quarantined if the
worker’s exposure to the COVID-19 patient is judged to be significant. Before the health worker
in question comes to work again, a PCR test is done, even if the worker was asymptomatic.

Third-Party Contact Tracing

Contact tracing is also undertaken by third parties. Supermarkets, restaurants, and
public transport such as buses record the personal details of people using the service,
including names, addresses, and cellphone numbers.* This is done manually through pen and
paper,> or by the use of the QR code-based solution, that will be discussed later.

For example, three-wheeler drivers and taxi services have been asked to keep a record
of their passengers in case contact tracing is needed.>® Similarly, hotels and tourism sector,
are required to maintain details of persons who visit / use the service — “Strict identity and
contact details should be maintained of all employees and guests (inhouse and day guests).”
56

In October 2020, at the beginning of the “second wave,” the Police Media
Spokesperson DIG (Deputy Inspector General) Ajith Rohana asked the heads of public and

53 Wahid, M. (2020, 12 Nov.). Contact tracing raises privacy concerns. Daily Mirror.
http://www.dailymirror.lk/news-features/Contact-tracing-raises-privacy-concerns/131-199697

54 |bid

55 Public, three-wheel drivers requested to maintain log for contact tracing. (2020, 12 Oct.). Newswire.
http://www.newswire.lk/2020/10/12/public-three-wheel-drivers-requested-to-maintain-log-for-contact-tracing/

56 Ministry of Health and Indigenous Medicine (2020). Instructions for Selected Public Activities / Work Settings for
the Prevention and Control of COVID-19: Tourism and hotel sector. Retrieved from
://www.hpb.health.gov.lk/media/new-pdf/tourism-hotel-eng.pdf
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private institutions to update employees’ personal information, in case such information was
required for the COVID-19 response.®’

We observe that in Sri Lanka, while formal guidance and mandatory measures were
given in the form of circulars and guidelines, there was also a degree of informality in the
information sharing procedures as health officials and other responders had to react quickly
to a novel and fast spreading infectious disease.

Thailand

According to a senior official at the communicable disease division, Department of
Disease Control (DDC),%® Ministry of Public Health three main types of data are collected and
used for the control of the COVID-19 pandemic: 1) Data on infected cases, 2) Data on people
at risk of contracting COVID-19, and 3) response data.

Data on infected cases include those confirmed cases via PCR tests and PUI (Patient
Under Investigation) cases. Those at risk of contracting the virus include those who have been
in the same settings as the infected, while response data refers to data routinely collected by
related agencies or organizations that can be useful in contact tracing and control of the
pandemic. For instance, passengers’ name list, which are data ordinarily collected by airlines,
may be requested by related agencies / authorities in the event that there is a passenger on a
certain flight that has been confirmed to be infected with COVID-19.

As far as the process of case notification is concerned, the epidemiological section of
the Department of Disease Control will verify the lab result before conducting further
investigation and paper-based contact tracing. The infected patients will have to sign consent
forms before they fill out standard disease surveillance and contact tracing forms in which
their name, gender, age, place of treatment, result of treatment, lab results, and referrals
among other details will be taken by responsible epidemiological staff members. The senior
official assures that the data limitation and purpose specification are observed throughout
the contact tracing investigation.

The Case of Prachuap Khiri Khan Province

We focused our study of “paper-based” field data collection processes on Prachuap
Khiri Khan, one of the Western Provinces of Thailand. It is also an important resort town with
well-known beaches. The province was selected because of its small size and the fact that it
borders Myanmar, where the prevalence of COVID-19 has been consistently high.

Following the DDC'’s initial monitoring of the COVID-19 outbreak in December 2019,
the Prachuap Khiri Khan Provincial Public Health Office issued an Order No. 172/2562
(December 27, 2019) to appoint a committee according to the Communicable Diseases Act

57 Heads of institutions urged to update employee details within 3 days. (2020, 13 Oct.). Ada Derana.
http://www.adaderana.lk/news.php?nid=68060

58 This department was previously known as the “Department of Communicable Disease Control” (CDC). Its name
was recently changed to Department of Disease Control (DDC). For consistency, we will use the current name and
abbreviation (DDC) throughout this report.
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and establish the Center for COVID-19 Situation Administration (CCSA) for Prachuap Khiri
Khan Province to monitor and support public health operations of the government and the
private sector, as well as to provide health assistance to the public.

The Governor of Prachuap Khiri Khan was appointed as the director of the Center. He
in turn appointed a Working Group for the Prachuap Khiri Khan CCSA® who were assigned
responsibilities related to prevention and control of COVID-19 in the province including the
collection and processing of data on infected and at-risk groups who have migrated to
Prachuap Khiri Khan province. The office is supervised by the local administrative bodies
(governor, district chief, etc.) while data collection and flow follow the structure of CCSA at
provincial level (see chart below).

Figure 2

Provincial structure of COVID-19 situation administration: the case of Prachuab Khiri Khan

Structure of COVID-19 situation administration at provincial level

Center for COVID-19 Situation Administration (CCSA)
at provincial level

I

Center for COVID-19 Situation Administration (CCSA)
at district level

I

Center for COVID-19 Situation Administration (CCSA)
at sub-district level

[ provincial public health office

[ district public health office

hospitals,
sub-district public health office

]

[ village health volunteers

L

Once the national CCSA had assessed the situation of the COVID-19 outbreak
nationally and internationally, it notified the provincial CCSA to keep watch and quarantine
people from the countries of origin with severe outbreaks (high-risk countries). In Prachuap
Khiri Khan, there are three international checkpoints: Hua Hin Airport, Prachuap Port - Bang
Saphan, and Dan Singkhon Border Trade Service Center.

Therefore, the immigration offices of all three checkpoints would monitor people from
high-risk countries (including provinces) that the CCSA indicated severe outbreaks. When
persons from the said origins were found, their personal data including their names, dates,
and times of arrival, as well as their addresses in Prachuap Kiri Khan would be sent to the
provincial CCSA. Then, the provincial CCSA ordered the district CCSA and the COVID-19 teams
in the subdistricts specified by the persons passing the checkpoints to collect individuals'

5% The Working Group for the Prachuap Khiri Khan CCSA was chosen from all provincial administrative offices.
Almost all of them serve as the committee at the Provincial Center for Disease Control and Prevention as well. A
Working Group of the district CCSA also held managing positions at the district offices. The team was formed
under the state of emergency. A working group for the sub-district CCSA (the COVID-19 team) include Sub-
district Health Promoting Hospitals, Village Health Volunteers, Sub-district Administrative Organizations, Sub-
district Heads, Village Chiefs, Deputy District Chiefs (appointed to serve at the sub-district level), and police
officers.
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data. The Village Health Volunteers (VHVs)® and Village Chiefs were the main data collectors
with support from the Director of Sub-district Health Promoting Hospitals for the health-
related data collection.

Collection of personal data at the village level was aimed to serve as the primary
database for the COVID-19 teams in monitoring the 14-day quarantined persons,®' while data
collection at the district and provincial levels serves as the primary database for the
assessment of outbreak situations of the province and for preparation and procurement of
medical equipment as well as budgeting.

Up to the present, Prachuap Khiri Khan province has collected personal data of seven
major groups of people as follows:

1) Groups from high-risk countries (CCSA specified the countries and passed down

the orders through the chain of command)

2) Groups traveling from Bangkok Metropolitan Region after the lockdown was lifted.

3) Groups arriving from Phuket after the Lockdown was lifted.

4) Groups in contact with people from the high-risk areas (Provincial CCSA would
send low-risk groups for home quarantine in the communities where they reside.)

5) Foreigners living in the province (who were asked for cooperation to register to
receive tests, assuming that the virus was spread from foreigners), health workers,
migrant workers, prisoners, garbage collectors, and transport workers. Prachuap
Khiri Khan Provincial CCSA decided to proactively perform COVID-19 tests
because other at-risk groups had already been tested and quarantined.

6) Groups arriving from other areas and came to live in the community (this group
was specified by the provincial CCSA for fear of being at-risk)

7) At-Risk persons, who were classified as Patient under Investigation (PUI), as well
as hospital patients who were diagnosed with COVID-19, were quarantined and
treated until cured. Investigation of patients' history to establish the timeline and
identify the locations to which they had gone and people with whom they came in
close contact in order to determine these people’s levels of risk and to be tested
for infection. If found to be infected, they would be quarantined at the hospital,

60 VHVs emerged in the Thai health system as part of the fourth National Health Development Plan
(1976) starting first of all as an experimental project in 20 provinces covering one sub-district in all districts of
the province. VHVs are voted by the Village Development Committee meeting, health reporter groups and the
sub-district public health personnel. At present the Ministry of Public Health has more than a million VHVs
covering all areas of the country with one VHV overseeing a population of 20 households within the vicinity. (SCG
Foundation. (n.d.). eau. nesthdsmaudiniaie-19. Retrieved November 21, 2020 from
https://www.scgfoundation.org/covid19/)

In the beginning, VHVs worked voluntarily and received no remuneration. Later on, in 2009 the Ministry
of Public Health offered its financial support for a sum of 600 baht per month as motivation as well as to assure
greater mobility in the work taken on by VHVs. The government later increased the amount to 1,000 baht as an
incentive in December 2018. (The Human Resources for Health Research and Development Office. (n.d.). dnin
mATaazianidnudmguam (aan.). Retrieved November 21, 2020 from https://hrdo.org/) There is currently a policy
proposed by the Minister and Deputy of Public Health in the government of Gen. Prayut Chan-o-cha pending
approval for an increase from 1,000 to 2,500 baht.

Moreover, the efforts of the VHVs during the COVID-19 pandemic resulted in VHVs receiving seven
months of 500 baht per month extra payment or a total of 3,500 baht per person. On September 22, 2020 the
cabinet approved another 3 months (October-December) making it a total of 10 months. (v 1szia3s. (2020,
September 24). afadms-asnvonn. Wuingaladal 9idalinn [Welfare-VHVs' missions during COVID-19 continuel].
Bangkokbiznews. Retrieved from https://www.bangkokbiznews.com/news/detail/899251)

67 Prachuap Khiri Khan has prepared a venue for local quarantine but, when put into operation, returnees from
high-risk areas refused to be quarantined there. The authority then allowed self-quarantine at home with strict
monitoring by the COVID-19 team.
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otherwise, they would be determined as low-risk persons and to self-quarantine at
home for 14 days. (The data collection and processing were the responsibility of
the Provincial Public Health Office.)

The information collection in the villages was the responsibility of the COVID-19 teams. The
Steps in data collection were as follows:

1) The COVID-19 teams were to seek at-risk persons (according to the name list and
types received from CCSA and reported by villagers) for 14-day quarantine.

2) The "COVID-19 teams" interviewed the persons for personal history and records
the information using the forms of the Village Health Volunteers and the Village
Chiefs, as well as completing the form of the DDC (processed by the Sub-district
Health Promoting Hospitals).

3) Directors of the Sub-district Health Promoting Hospitals (SHPH) assigned
responsibility to Village Health Volunteers (VHVs) in the area to monitor and keep
watch of the at-risk persons in quarantine and took daily temperature and made
records to submit to the SHPH daily via LINE App or by phone (When the village
health volunteers finished taking the temperature for 14 days, the record sheets
would be sent to be filed at the SHPH). In case delinquencies by the quarantined
persons were found, namely, the person(s) leaving the quarantine to mingle with
the community for example, (mostly reported by the members of the community,)
warnings would be issued. Violations are punishable by law and enforced by the
police.

4) The Sub-district Health Promoting Hospitals (SHPHs) processed the data
according to (3) via Excel format to be submitted to the Sub-district EOC
(Emergency Operations Center) and District Public Health Office daily (at 10:00
hrs.).

The data from the VHVs were in two formats.

1) Daily Record form used by the village health volunteers details name-surname,
gender, age, nationality, reported date, report source, travel-from country, travel-
from province/city, date of arrival in Thailand, quarantine address, Mapping
(latitude & longitude), people sharing the same house/room, guardian e.g., food-
delivering persons (relative/father/mother/friend/hotel/others), monitoring start
date, daily temperature, responsible persons (hand-written, manually input).

2) The VHV form of COVID-19 is a name list of at-risk group under the surveillance for
COVID-19 in the community with details on name-surname of at-risk persons,
phone number, monitoring, screening of at-risk groups (those coming from abroad
or traveling from Bangkok Metropolitan Region/whose in close contact with people
in atrisk areas), as well as home visits to persons at-risk (who are under
quarantine/who have completed the 14-day quarantine/or who have significant
symptoms and have been referred to officers). Though filling in the COVID-19 form
is the responsibility of the VHVs, the data entry into the computer is supported by
SHPH because VHVs have limited computer skills. (See diagram below)
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Figure 3

Diagram depicting flow of personal data used in COVID-19 control at provincial level
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The above-mentioned data was used to assess the situation in each province, to come
up with appropriate measures to stop the spread of COVID-19, or in case of an outbreak, the
province must prepare to deploy personnel, medical equipment, facilities, etc. At the village
level, the data was used to ensure compliance of persons in quarantine in order for them to
be cleared as infection-free and able to come into contact with the community. Once the
quarantine period is complete, a letter is issued so locals felt safe around the individual out of
home quarantine.

Access to information of persons in quarantine was limited to only those relevant
persons involved. The VHVs only knew the information that they collected and did not disclose
the information to other people (even family members) except for their supervisors such as
the SHPHs, DPHOs (District Public Health Office) and Provincial Public Health Office. Sharing
or disclosure of information was done in the same manner. Information was only shared or
disclosed to supervisors. But generally, the volunteers would only disclose the overall number
of persons in quarantine and their status. Information was recorded manually and submitted
to SHPH and filed when completed.

Access to the digitally recorded information belonging to SHPHs and the District
Public Health Office and Provincial Public Health Office, was granted via different passwords
depending on the level of authority. Sharing or disclosure of information was possible only
when supervisors requested the details (which are to be used for discussions in meetings
only). In addition, the SHPHSs, District Public Health Office, and Provincial Public Health Office
levels, had an added measure / approach to prevent information leaks with the installation of
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CCTV cameras in the office to prevent theft of properties or data. (Health officials said there
had never been any incident of intruders stealing things or information in the office.)

Data processing at the Subdistrict Health Promotion Hospitals and District Public
Health Office was done with Excel program, while the Provincial Public Health Office used the
website of the Department of Disease Control (Digital Processor). The period of data retention
was not yet determined, though the usual requirement for government agencies is 5-10 years.

Validation and Quality Assurance of data at the village level was done by village health
volunteers. The information was verified with neighbors /relatives of the persons in
quarantine. At the Sub-district Public Health Office, and Provincial Public Health Office levels,
verification was done against the list of the public administration offices to find any
discrepancies. To protect the rights and privacy of the persons in quarantine at the village
level, villagers normally knew their identity and kept their distance for fear of contracting the
virus / being put under quarantine. When there were newcomers in the village, they normally
reported to the authorities to keep watch or order a quarantine. At the district and provincial
levels, no personal identities were made known but the overall numbers of people in
quarantine and the status of each risk group were disclosed.
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Digital Contact Tracing

Sri Lanka

Several digital solutions have been developed as part of the COVID-19 response.
Stay Safe

The Stay Safe application was launched by the ICT Agency of Sri Lanka (ICTA) in November
2020. Its workings are demonstrated in the below diagram from ICTA.

Figure 4

How the Stay Safe App works®?

Scan QR, send SMS Your Check-In & If a person who Once Notified Take
to 1919 or enter your Check-Out times will was tested positive for Necessary
NIC/Passport number  be compared with the the virus was at the Preventative Measures
whenever you enter or times of others who same location at the Including Self-

leave any given visited the same same given time you Quarantine To Avoid

location location will be notified The Spread Of The
Virus

Stay Safe works as a “check-in” application. Any individual enters the premises ‘checks-in’ by
scanning the QR code with a smart phone. SMS charges to 1919 as well as data charges for
Stay Safe are free.®® Stay safe is also hosted on other local applications such as MyHealth Sri
Lanka, Solo by HNB, Helakuru, and iPay.%*

62 Image from Stay Safe! Trace and Beat COVID-19 (n.d.). https://staysafe.gov.lk/
63 Stay Safe! Trace and Beat COVID-19 (n.d.). https://staysafe.gov.lk/
64 1bid.
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Stay Safe QR codes at a mall in Colombo (March 2021)
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Data collected through Stay Safe
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Agree to the privacy policy to register®®

Data collected when businesses register
for Stay Safe

1. Organization name
2. Contact name

3. Email

4. Mobile Number

5. Organization Type

6. Organization address

65 |bid.

Agree to the privacy policy by using the
service®®

Data collected when customers register
for Stay Safe includes:®’

1. Name as per Sri Lankan National
Identity Card (NIC) or passport

2. Sri Lankan NIC number of passport
number

3. Email Address

4. Mobile number

Location information from the places /
organizations the person has visited
may also be collected.

66 Privacy Policy (last updated 2020, 9 Nov.). https://staysafe.gov.lk/privacy_policy. Retrieved 7 April 2021.

57 Ibid.
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Hiranya Samarasekara, the Chief Technology Officer of ICTA, has stated that ICTA
would be the data custodian, and health authorities as well as designated contact tracing units
would use the data for the purpose of controlling COVID-19.%8 According to the ICTA website,
data collected goes to the Lanka Government Cloud hosted by ICTA:

“At central database, information thus collected can be collated in reports that traces
Person A's tracks on a particular day or a longer period. Stay Safe also provides a detailed list
of first and second contacts based on this information with contact numbers of each.
Currently, health authorities spend hours for the same process. Stay Safe can generate the
same reports within seconds. It speeds the tracking of contacts and directs them for
quarantine, minimizing the risk of spread.”®°

According to the privacy policy of the app, which was last updated on 9 November
2020, personal data from users will be retained for sixty days. The following concerns the
disclosure of data, quoted below: 7°

2.5 Disclosure of Your Personal Data
For the effective management of COVID-19, Stay Safe Sri Lanka may be required to

disclose Your Personal Data to other Government entities, including Health Authorities in
order to attend, manage and respond to risks associated with COVID in Sri Lanka. Under
certain circumstances, Stay Safe Sri Lanka may be required to disclose Your Personal
Data under provisions of written law or in response to valid requests by public authorities,
pursuant to obligations under written law.

2.6 Other legal requirements
Stay Safe Sri Lanka may disclose Your Personal Data in the good faith belief that such

action is necessary to:

e Comply with a legal obligation in the interest of public health, public safety or any
other obligation imposed by written law.

e Protect and defend the rights or property of the Stay Safe Sri Lanka

e Prevent or investigate possible wrongdoing in connection with the Service

e Protect the personal safety of Users of the Service or the public

e Protect against legal liability

However, privacy and cybersecurity concerns have been raised regarding the Stay Safe
app. It was found that any person could check whether a person holding a certain NIC
(National Identity Card) number recorded by the app had tested COVID positive through an
API call.”" ICTA later stated that the security of the app was improved.’?

68 Weerasinghe, T. (2020, 29 Nov.). People’s privacy to the fore as Govt. introduces ‘Stay Safe Sri Lanka.’ The
Sunday Times.
http://www.sundaytimes.lk/201129/news/peoples-privacy-to-the-fore-as-govt-introduces-stay-safe-sri-lanka-
424009.html

69 Stay Safe: A system for COVID-19 spread prevention (n.d.). ICTA. Retrieved 7 April 2021.
https://www.icta.lk/stay-safe-a-system-for-covid-19-spread-prevention/

70 Privacy Policy (last updated 2020, 9 Nov.). https://staysafe.gov.lk/privacy_policy. Retrieved 7 April 2021.

71 Lahiru, N. (2020, 15 Dec.). The ‘Stay Safe’ App And Cybersecurity: Should We Be Worried? Roar.lk
https://roar.media/english/life/technology/stay-safe-cybersecurity-should-we-be-worried; Rodrigo, K. (@ukrhq)
(2020, Nov. 9). [Tweet]. Twitter. https://twitter.com/ukrhg/status/1325713543648382976

72 Lahiru, N. (2020, 15 Dec.). The ‘Stay Safe’ App And Cybersecurity: Should We Be Worried? Roar.lk
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As of the time of writing, we have not been able to judge how useful Stay Safe has
been in the contact tracing process, partly because it has been launched relatively recently.
However, the above cybersecurity concerns indicate some of the challenges of using digital
solutions for COVID-19 contact tracing. Furthermore, while it is clear that the purpose of data
collection is to assist in the COVID-19 response, in the absence of an overarching Personal
Data Protection Act in Sri Lanka, it is less clear what the allowances and limitations of the
other legal requirements might be.

MyHealth Sri Lanka

This application was developed through a collaboration between the ICT Agency of Sri Lanka
(ICTA) and the Ministry of Health, and launched in April 2020. The purpose of the app is to
share verified information on the COVID-19 situation in Sri Lanka.”® It also appears to have a
contact tracing function. The ICTA website states: 74

“Once downloaded through either the Google PlayStore, Huawei Appstore store and
Apple app store, citizens will be prompted to record their location at the time of using
the application. The application locally maps the trail of the mobile app user’s locations
traveled so that in an unfortunate event of the app user being infected with the virus,
they can disclose the stored location history information with the authorities to protect
their family and friends who they have associated with, in the last 14-days. All recorded
location data are kept securely within the mobile, and will not be transmitted to any
external systems without the consent of the mobile app user.

If you have crossed paths with an infected individual, you have the option to self-register
with the national disease surveillance system.”

Innovating DHIS2 Tracker and Apps for COVID-19 Surveillance in Sri Lanka

This is a system of surveillance of registration and tracking of incoming travelers (Port
of Entry) from areas with high risk of COVID-19 infection. As stated in a key informant
interview with Prof. Vajira Dissanayake, Dean of the Faculty of Medicine, University of
Colombo the system was developed as a collaborative between the Health Informatics
Society of Sri Lanka (HISSL) and the Ministry of Health. He also stated that the solution has
been deployed in 36 countries and is in development in 15 countries. According to the DHIS2
Website:

“Sri Lanka's COVID-19 Surveillance system was developed using DHIS2's Tracker
application, which allows for secure entry and analysis of individual-level data for both
longitudinal and one-time (Event) data, as well as customizable program stages that

https://roar.media/english/life/technology/stay-safe-cybersecurity-should-we-be-worried; ICTA Sri Lanka
(@icta_srilanka) (2020, Nov. 12). [Tweet] Twitter.
https://twitter.com/icta_srilanka/status/1326781405855166465

73 Google Play: MyHealth Sri Lanka https://play.google.com/store/apps/details?id=app.ceylon.selftrackingapp
74 MyHealth Sri Lanka Mobile App Launched (2020, 12 April.). ICTA.
https://www.icta.lk/news/myhealth-sri-lanka-mobile-app-launched/ Retrieved 7 April 2021.
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facilitate follow up on individual cases by health personnel. Tracker data can be
aggregated for the purposes of national-level reporting and dashboards, while still
protecting the privacy and security of individuals whose data are stored in the
system.””®

Furthermore:

“In addition to their Port of Entry Tracker and Contact Tracing App, HISP Sri Lanka has
worked in integration DHIS2 data with Sri Lanka’'s immigration system, location data
from cell towers, and additional local health apps, and they have developed systems
to track and manage other critical health system components, such as ICU bed
availability. This has been made possible by Sri Lanka’s multi-sector collaboration,
local innovations, and integration of information across multiple sources and
sectors.”’®

Ride Hailing App Pick Me

The Sri Lankan ride hailing app PickMe has been assisting the authorities through their
contact tracing technology during both the first and second waves of the COVID-19 pandemic
in Sri Lanka.”” The authors have not been able to obtain further information at the time of
writing.

Phone Records

In an appearance on Hiru News in April 2020, Secretary to the Ministry of Defense
General Kamal Gunaratne (Retd.) explained how the police and intelligence services are
involved in contact tracing for COVID-19. COVID-19 patients are asked questions including in
the past two weeks what they have done, who they have seen, and where they have travelled.
The same questions are asked of their family members. In addition, the phone records of the
infected person are obtained from service providers. The phone records indicate where the
person has been, and who they have been in touch with. The people the patient has been in
touch with are called and information is collected. If someone has been with the infected
person, they are asked to quarantine for fourteen days.”®

75 Innovating DHIS2 Tracker and Apps for COVID-19 Surveillance in Sri Lanka (n.d.). DHIS2. Retrieved 7 April
2021.

https://dhis2.org/sri-lanka-covid-surveillance/

76 1bid.

77 PickMe to the frontline as the country battles 2nd wave. (2020, 30 Oct.). DailyFT
http://www.ft.Ik/business/PickMe-to-the-frontline-as-the-country-battles-2nd-wave/34-708278 ;

78 Hiru News (2020, Mar. 30). Covid 19 © 89ed8 e®ewyg®d 8d8 g0 ac» cwm=iow - Hiru News. [Video]. YouTube.
https://www.youtube.com/watch?time_continue=108&v=V8Qyhz_7214&feature=emb_logo.

28


https://dhis2.org/sri-lanka-covid-surveillance/
http://www.ft.lk/business/PickMe-to-the-frontline-as-the-country-battles-2nd-wave/34-708278
https://www.youtube.com/watch?time_continue=108&v=V8Qyhz_Z2I4&feature=emb_logo

+- LIRNEasia

L \'.. ' - -
A\ -\:. Pro-poor. Pro-market.
,
.

-t
o
” i
e

Thailand

Thai Chana Application

Thai Chana (meaning Thai Victory) is an online platform designed to facilitate disease-
control tracking of individuals using public places and response to the spread of COVID-19. A
brainchild of the CCSA, the app was developed as a national platform to fight against COVID-
19 under the collaboration between Krung Thai Bank (KTB) and the Digital Government
Agency (Public Organization) (DGA), an agency within the DES Ministry. The app was soft
launched on 17 May 2020 as the preceding two-month nationwide lockdown was being eased.
Its official launch on 28 May 2020 marked the first date of lockdown lifting when shops and
shopping malls were allowed to reopen.

Thai Chana requires shops and stores to register with the system and customers to
check-in and check-out by scanning a QR code, in the process filling out questionnaire to
assess the place’s hygiene and COVID-prevention standard. The check-in data can be
processed to display population density at a given venue.”® Thai Chana can be used on a
webpage (www.thaichana.com) and also through Android and iOS smartphones, using the
mobile app.8° Before visiting a location, users can find out in advance if the location will be
congested, and also look up restaurants and shops close by.®

The Thai Chana platform recorded more than 24 million users, 355,000 of whom used
the app, as of 18 June 2020. Nationwide, over 100 million check-ins were recorded, and check-
outs were approximately 60% of check-ins for the webpage and approximately 90% for the
app.2

Types of personal data that are collected by the app from participating shops and
stores as well as from registering customers are listed in Table 2. Data collection process in
the app can be described as in the infographic in Figure 6 below.

79 Karnjanatawe, K. (2020, 22 Jul.). The price of safety. Bangkok Post.
https://www.bangkokpost.com/tech/1938848/the-price-of-safety

80 |bid.

81 |bid.

82 |bid.
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Table 2

Types of data collected by Thai Chana app from shops/stores and customers

Businesses Customers
Requirement: agree to terms and Requirement: agree to terms and
conditions conditions
1. information on business 1. phone number
« name of the businesses 2. place (visited)
+ location (+pin location) 3. check-in and check-out
* phone number 4. allow access to GPS
* number of customers *data storing for 60 days
2. contact

* name-surname
+ date of birth

» ID card numbers and codes
* mobile phone number

* email

Figure 6

Data Flow in the Thai Chana App
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Figure 7

Thai Chana QR codes for location self-check-in and check-out, as found in stores, public
transportation, and restaurants in Bangkok (December 2020)

However, there were concerns regarding privacy on the Thai Chana app. For instance,
an article on Thai Chana in the Bangkok Post noted the following:

“During its early stages, the platform required people to provide a mobile phone number
when they checked in. This requirement prompted some to voice their concerns over data
privacy, especially since some users received spam messages asking them to join
gambling websites after using the Thai Chana platform.

Although it was later made clear that advertising messages sent to smartphone users were
not related to the Thai Chana platform as confirmed by the National Broadcasting and
Telecommunications Commission and the five mobile phone operators, the reputation of
Thai Chana had already become tainted. It led to uncertainty among people about using
the Thai Chana platform.” 83

Although Thai Chana clearly collects a significant amount of personal information, the
app emerged first without a data protection/governance element. The data governance
working group for the app was appointed on 22 May 2020, one week after the app was
launched. The app’s privacy policy was also retroactively introduced although it was said to
be in effect since the launch date — 17 May 2020. The first portion of this privacy policy reads:

“The Thai Chana app is part of official measure to control the spread of COVID-19. This privacy
policy, compiled by the Department of Disease Control, Ministry of Public Health, has the
objective to notify registered partners about the collection, storage, use, and/or disclosure of
personal information related to the measure enforced by the app.”

Sections included in the policy which contain more details are as follows:

83 |bid.
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« types of personal data to be collected via the app

« purpose of the collection, usage, or disclosure of the personal data, including the
lawful basis relied on

« 60-day duration period for which personal data will be retained

« Organizations and entities to whom the personal data may be disclosed

« therights of the data subject.

As for the data governance working group, its appointment was largely in a form of a task
force comprising the following persons who convene for meetings only on ad-hoc basis:

» Deputy Permanent Secretary, Ministry of Digital Economy and Society

» Deputy Secretary to the Prime Minister

» CCSA spokesperson

» Experts on cyber security

» Experts on cyber law; and

» Experts on communication and information

The working group is assigned the following duties:

1. to provide consultation, comments, and recommendation on personal data handling to
units responsible for Thai Chana

2. to establish fundamental principles and framework for regulating and monitoring Thai
Chana personal data management to ensure effective data governance by government
and related agencies. General data protection principles refer to approaches in data
collection, storage, and access based on relevant laws, especially the Personal Data
Protection Act B.E. 2562 (2019) and the EU’s Guidelines 04/2020 on the use of location
data and contact tracing tools in the context of the COVID-19 outbreak

3. In case of non-compliance, the data processor will be notified and given proper
recommendation.

The notable thing about Thai Chana’s data governance is the lack of clarity regarding the
roles of the Department of Disease Control and Krung Thai Bank in data protection. According
to Dr. Nawanan Theera-Ampornpunt, member of the working group and expert on health
informatics, there was confusion on the scope of responsibility of data controller and data
processor in the case of the Thai Chana app.

Evidently, the Department of Disease Control is the lawful data controller in this scheme.
But the DDC failed to show up on two out of three meetings with the data governance working
group, not realizing its role and obligation as data controller. Instead, the app developer’'s team
from Krung Thai Bank (KTB) were assigned to appear at the meeting and to complete the
checklist based on the EU’s Guidelines 04/2020 on the use of location data and contact
tracing tools in the context of the COVID-19 outbreak. As a result, the KTB team was unable
to respond to many of the items on the checklist and this sparked concern for members of
the working group.

According to Dr. Theera-Ampornpunt, the DDC was under the impression that since the
app’s development and system maintenance were outsourced to KTB, the team there should
be in the best position to respond to the data protection guideline. In doing so, they failed to
delineate the difference between data controller and data processor, the actual role for KTB.
Dr. Theera-Ampornpunt noted that the reluctance of the DDC to appear at the meeting
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reflected a lack of accountability as the data controller. He had to threaten to leave the data
governance committee to pressure the DDC to appear at the meeting. He further stated that
since KTB was required to develop the app, the DDC appeared to think that the responsibility
for data governance was on KTB, and the DDC seemed unaware of its role as a data controller.

After being pressured by the data governance working group, representatives from the
DDC finally attended the meeting and upon hearing the working group’s concern, they agreed
to go back and appoint the department’s data protection officer who will also take charge of
the Thai Chana app. Dr. Theera-Ampornpunt notes that a more clearly specified role between
data controller and data processor and a more privacy-by-design DPA (Data Processing
Agreement) between data controller and data subjects are needed.

In addition to the DDC'’s lack of understanding about their data protection role, the data
governance working group was also critical of Thai Chana's transparency in data access, and
unclear terms and conditions for data storage.

As things stand, the DDC and Provincial Public Health Offices should have the right of
access to the data in Thai Chana database. But upon inquiry by the data governance working
group, it turned out that KTB did not maintain proper log files of requested access to the
database. So they were asked up to step up on this transparency requirement.

As far as the data subjects’ attitudes about Thai Chana are concerned, it is difficult to
gauge the level of trust among the populace. As mentioned previously, adoption of the app
was quite high during the initial phase of the launch, which may largely be attributed to the
fear of the coronavirus. But mistrust was also apparent in some groups who declined to
download the app, but only check in via the online platform. There are also those who would
rather check in manually on a paper registration form provided at entrance of public premises.

Use of Digital Technology by Village Health Volunteers

AIS, a leading mobile operator in Thailand, has introduced the use of technology and
digital solutions along with those employed by the Ministry of Public Health to equip our VHVs
in their efforts to combat the spread of COVID-19 from the basic to reporting at the national
level. A new feature on the VHV online application enables the volunteers to be able to monitor
the at-risk groups and lead to screening and follow ups in real time. The application was
launched and ready for use on May 18, 2020.

According to Mr. Naruphon Chindawalya, Director of Tambon Samed Tai Health Promoting
Hospital,

“Previously our VHVs would record their surveys on paper which meant that they'd have
to travel all the way to our hospital to submit their reports. The online VHV application
helps save time and money since it doesn’t require traveling nor do the personnel need
to compile reports since they are sent directly to us via the application. Our hospital staff
are informed and can immediately decide what measures to take to remedy the
situation. All 96 of our VHVs are using the VHV application one hundred percent of the
time. Each volunteer is responsible for 15-20 households and during the COVID-19
outbreak the Ministry of Public Health has assigned VHVs the task of screening patients
by knocking on every door then transmitting the data via the VHV application to our
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hospital. This has proven to be a rapid, convenient and accurate way of dispatching
reports.”®*

Currently there are as many as 1.04 million VHVs in Thailand, 300,000 of whom are using
the VHV online application. It is anticipated that the COVID-19 contact tracing feature will
result in higher usage volume.® However, little has been discussed on how the personal data

that are transmitted and flow freely via these apps can warrant proper protection in
accordance with PDPA framework.

84 Quote translated from Thai. Market Think. (2020, June 3). w'leien ¢u1a3a-19 Aaenysasvia aau. vnsudem [AIS fights
COVID-19, grey shirt fighers armed with digital weapons]. Retrieved from https://www.marketthink.co/6832
85 Admin. (2020, June 4). sum AIS ihwmaTuTadaaenys armisaguine duwey “oaw. soula” nansamshemlmiliinsudem ithsz fila3aszuiadn

[AIS arms Thai healthcare workers with “VHVs Online” app, changes the grey shirt fighters’ workflow, monitoring
new waves of COVID]. Retrieved from https://positioningmag.com/1281896
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Quarantine Monitoring and Enforcement

Sri Lanka

Returning to Sri Lanka from Abroad

One of the early instructions from the Epidemiology Unit pertained to those coming
from high-risk countries.®® It simply required returnees to follow precautions. If, however, they
showed symptoms, it required that the area PHI, MOH or Regional Epidemiologist be informed,
and the person should promptly visit the closest recommended government hospital for a
health assessment and additional management.

For those who arrived in the country in early March (and did not quarantine, since at
that point only people arriving from certain countries were quarantined), media
announcements were made requesting them to contact 119 and provide their names, contact
information and from where they came.?” Over 22,000 people called 119.88 The police gave
instructions and then informed the relevant police division of that person. Police officers
accompanied the PHIs and visited the person’s house and gave instructions.®

After the closure of the airport, Sri Lankan nationals were able to return to the country
via specially organized repatriation flights. They then underwent a fourteen-day quarantine at
a quarantine facility. Several information collection procedures were involved in this. In an in-
depth interview with a returnee who came back to Sri Lanka in May 2020 (henceforth “May
returnee”), we learned that prior to their arrival in Sri Lanka they were required to fill detailed
forms with their personal details and also travel history etc. This form was sent to the Sri
Lankan High Commission / Embassy of the relevant country. The form included details such
as name, passport number, ID number, contact details, residential address in Sri Lanka, Grama
Sevaka Division in Sri Lanka,’® nearest police station to both temporary and permanent
residences in Sri Lanka, possible exposure to people who have tested positive for COVID-19,
and willingness to undergo quarantine in Sri Lanka, among other details. In the interview with
the May returnee, it was stated that PCR tests were conducted once, shortly before the end of
the quarantine. However, in an interview with a citizen who had returned in September 2020
(henceforth “September returnee”), it was noted that for them, PCR tests were conducted
twice, once at the airport on arrival and then again shortly before. According to the September
returnee, name, passport number and contact details were taken prior to the PCR test at the
airport. According to the circular released in December 2020, PCR tests were being conducted
twice on day 1 and again day 10 — 12 of arrival, in keeping with current guidelines.®

86 Epidemiology Unit: Ministry of Health and Indigenous Medical Services. (2020). Advices for Sri Lankan Students

/ Nationals and other foreign nationals returning from high risk areas of on-going Corona virus transmission.
Retrieved from
https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/advices%20for%20sri%20lankan%20students.
pdf

87 Hiru News (2020, Mar. 30). Covid 19 © 8068 e®@ewny®d g8 g6 ecm cwemsioas - Hiru News. [Video]. YouTube.
https://www.youtube.com/watch?time_continue=108&v=V8Qyhz_7Z2|4&feature=emb_logo

88 |bid

8 |bid

90 Alternate name for Grama Niladhari Division

91 Ministry of Health (2020). Quarantine measures during and after mandatory / extended quarantine period or after
discharge from isolation / intermediate care centres / hospitals during the pandemic of COVID-19. Retrieved from
https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/scan%2006-12-2020.pdf
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Some of the information sharing mechanisms were explained by Dr. Abusayeed
(Coordinator - special repatriation program, and Registrar in Health Informatics, Ministry of
Health). Before the passengers arrive, the Ministry of Foreign Affairs shares some information
with those coordinating arrival in the airport in advance, such as name and country of origin.
This enables the coordination of logistics at the airport, including sample collection for PCR
tests. Arrivals to the country are required to fill out a Health Declaration Form, which includes
information such as where the person is travelling from, whether they associated with other
people who had flu within the past fourteen days, whether the person has any symptoms such
as a cough, fever, etc. and the address of where the person will stay in Sri Lanka, as well as
contact numbers and email addresses. The information in the Health Declaration Form is
passed on to the Epidemiology Unit, who passes on this information to local authorities who
need to follow up with the passengers at the local level. The results of the PCR tests are
communicated to the Airport Health Authority, the Quarantine Director, and the Epidemiology
Unit. Results are also communicated to the quarantine centers so that COVID positive patients
can be isolated.

Quarantine processes and maintenance of quarantine operations have been handled
by the military.?? Temperature checks were carried out twice a day, once in the morning and
once in the evening.

Both the May and September returnees stated that they were asked to self-isolate for
a further two weeks at home after their stay at the quarantine centers. The September returnee
explained that there was also follow up from public health officials while they were in self-
isolation:

“When we were about to leave, the army officers told us that we needed to register
with the local police station, and the public health department [area Public Health
Inspector] to let them know that we've finished hotel quarantine and now we have to
enter self-quarantine. And | did this, so | registered with the police station and [..] the
public health department. So the next day, so | came back on the fourteenth, and the
next day on the fifteenth, a public health officer [Public Health Inspector] came to my
house just to um, get some identification from me and he said that he would return
towards the end of my self-isolation period.”

The May returnee did not have any follow ups, but stated that some friends who were in the
same quarantine received follow ups from a PHI.

92 E.g. see Farzan, Z. (2020, 7 May). 41 Military operated quarantine facilities Sri Lanka to combat COVID-19.
NewsFirst. https://www.newsfirst.lk/2020/05/07/41-military-operated-quarantine-facilities-sri-lanka-to-combat-
covid-19/
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Home Quarantine

In the span of the first wave, the home quarantine guidelines issued by the
Epidemiology Unit required that the home quarantine be monitored on a daily basis, the
responsibility for the same was placed on the MOH.?3 The MOH was required to assign a PHI
to monitor quarantined persons. The role of the PHI was to monitor the individual on a daily
basis by personal visits, enquires over phone, or SMS throughout the 14-day period. If any
symptoms of Covid-19 were seen, the PHI was then required to immediately report to the MOH
and Regional Epidemiologist.®* It should be noted that the January 2020 guidelines on “Follow
up of Sri Lankan Students/Nationals and other Foreign Nationals returning from high risk
areas for ongoing Corona Virus Transmission” required an everyday update by the PHI after
personally visiting the returnee.®® A form had to be filled in by the PHI with details of the name,
age, contact history with a suspected case and daily observations, among other details.

In the second wave with the discovery of clusters in Minuwangoda and Peliyagoda, the
decision was taken to self/home-quarantine “first contacts,” whereas previously close
contacts were sent to quarantine centers.’® A detailed home quarantine guideline was issued
by the Ministry of Health in November 2020.%” The said guidelines include cases where home
quarantine would be applicable and also the monitoring process. The monitoring mechanisms
at the village level include the village committee members (Grama Niladari, Economic
Development Officer, Samurdhi Development Officer etc.). It is also noted that “the Public
Health Inspector (PHI) of the area in collaboration with the assigned police officers and army
officers should visit quarantined homes at different times of the day on a daily basis.” °® During
these visits, enquiries are to be made on symptoms. The MOH of the area is the designated
supervising authority.

Drone surveillance has been deployed in some areas during the second wave to
monitor movements in certain “isolated areas.”®®

93 Epidemiology Unit: Ministry of Health & Indigenous Medical Services. (2020). Guidance for the Home quarantine
/ Quarantine in non-health care settings. Retrieved from
https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/guidelines-ofhome-quarantine.pdf

94 |bid.

95 Epidemiology Unit: Ministry of Health & Indigenous Medical Services. (2020). Follow up of Sri Lankan Students /
Nationals and other Foreign Nationals returning from high risk areas for ongoing Corona Virus Transmission.
https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/rd%20pd%20letter%201.pdf

96 COVID-19: First contacts to be placed under self-quarantine from today (2020, 26 Oct.). Colombo Page.
http://www.colombopage.com/archive_20B/0ct26_1603732122CH.php

97 Ministry of Health (2020). Quarantine process to be followed by all immediate contacts of a COVID-19 patient
and any person entering into the country through ports of entry during the COVID-19 pandemic situation. Retrieved
from https://www.epid.gov.lk/web/images/pdf/Circulars/Corona_virus/Home_Quarantine_Guidelines.pdf

%8 |bid.

99 Balasuriya, D. S. (2020, 13 Nov.). Drone cameras to monitor public movements in isolated areas. Daily Mirror.
http://www.dailymirror.lk/print/front_page/Drone-cameras-to-monitor-public-movements-in-isolated-areas/238-
199789
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Thailand

Thai nationals and non-Thai nationals entering Thailand and using the Alternative State
Quarantine facility

Thai nationals and non-Thai nationals alike who would like to enter Thailand from
foreign countries, since 26 March 2020, must follow procedures and three-stage measures
according to the Regulation Issued under Section 9 of the Emergency Decree on Public
Administration in Emergency Situations B.E. 2548 (2005) No. 1 (announced 25 March 2020,
effective 26 March 2020). Three stages of measures consist of the processes before entering
the country, during the stay in the country, and before leaving the country.

One of the measures is to obtain the Certificate of Entry (CoE) from the Ministry of
Foreign Affairs. In order to apply for the CoE, several documents that contain personal data
should be submitted to the Ministry. Initially, all of this was done by emails and other
communication channels, depending on the arrangement of each Thai consulate service.
Later in August 2020, the “Thailand's Certificate of Entry (CoE) Registration System (for air
travel)” website at https://coethailand.mfa.go.th/ was introduced.'®

In practice, personal data including travel information and health information will be
circulated both inside the Ministry of Foreign Affairs system and also outside. In order to apply
for CoE, one may need to submit a booking document of an Alternative State Quarantine hotel.
In order to get that booking document, one needs to share flight ticket and other travel
documents with the hotel. Fit to Fly Health Certificate is also required in the CoE application.
In order to get the health certificate, one needs to submit their personal information to the
doctor, which can be in their own country of residence or elsewhere.’®" Once CoE is obtained,
the CoE and Fit to Fly Health Certificate must be shared with the hotel. The communication
channels of choice to share these documents depend on the hotel as well - some prefer email,
some prefer LINE, a chat application from Japan that is popular in Thailand.

100 See “Application for Certificate of Entry to Thailand for non-Thai nationals” at
https://london.thaiembassy.org/en/publicservice/application-for-certificate-of-entry-to-thailand-for-non-thai-
nationa? See usage guide at Thai Consular Online (2020, October 27). Thailand's COE registration guideline for air
travelers during COVID-19 pandemic [Video]. YouTube. https://youtu.be/1c1dNaXvOmM

107 From one of the researchers’ own experience, he could not find a general practitioner who could issue the
certificate in his district In Ireland, where he was travelling from. He chose an online medical service broker which
is based in the United Kingdom and did the health assessment with the assigned doctor over the phone. The
doctor is also based in the United Kingdom. This was done in November 2020, when GDPR still applied to the UK.
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Figure 8

One of the screens from “Thailand's Certificate of Entry (CoE) Registration System (for air travel)”
website at https://coethailand.mfa.go.th/

Registration system for Certificate of Entry (by air)

*** For non-Thai nationals
< Back

Please fill in all required information in this form

Any questions related to this form, please contact Royal Thai Embassy, London email:
consularLON4@mfamail.go.th

Royal Thai Embassy, London would like to inform you that your information will be
used for coordination purposes to travel/enter Thailand and to cope with the spread
of the COVID-19 disease

Travel Details -

Travel by

By air "

On arrival in Thailand, a paper “T8 Form” for the health declaration at the border control
will be collected from the traveler, in accordance with the Communicable Diseases Act. B.E
2558 (2015) and WHO International Health Regulation 2005. On 13 March 2020, before the
declaration of the emergency situation, AOT (Airports of Thailand) Airports application was
introduced as an optional alternative to automate this process.® The AOT application itself
is in fact designed for other purposes, like shopping directory and AOT Rewards loyalty
program, but later piggybacking the disease control data collection functionality in.

At the alternative state quarantine facility, COSTE'®® and DDC-Care'®* applications will
be used by the traveler to report their own health situation. For the case of COSTE, this
includes the reading of temperature every morning and evening. The registration of COSTE
application cannot be done by the traveler themselves, it has to be done by the medical team.
The registration of DDC-Care also needs to be done through airport health control or hospital
only. After this, the traveler can report their situation through the app.

Arthit Suriyawongkul, one of the researchers for this report, who himself stayed in an
alternative quarantine facility in the first half of December 2020 found that on the ground
although the system successfully worked in his case, it may not entirely work in the way the
designer of the system intended. On his arrival at the facility, a nurse provided him and another
traveler a piece of paper with a predefined username and password meant to be used for the

102 TAT Newsroom. (2020, March 13). TAT update: Airports of Thailand T8 form application. Retrieved from
https://www.tatnews.org/2020/03/tat-update-airports-of-thailand-t8-form-application/

103 A telemedicine app developed by TELY 360. COSTE. (n.d.). Retrieved from
https://play.google.com/store/apps/details?id=com.tely360.coste

104 An app developed by National Electronics and Computer Technology Center. Used for health monitoring and
self-assessment. DDC-Care. (n.d.). Retrieved from
https://play.google.com/store/apps/details?id=th.or.nectec.ddc_care
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registration of the COSTE application. The password is a repetition of a single number,
obviously weak, and another traveler got the same password. The username is in a
“firstname.lastname@gmail.com” format which resembles an email address but may not be
an actual email address of the person who used it to register to the system. There were
difficulties during the registration process as the app kept refusing the provided username
and password. After trying for around 15 minutes, the nurse gave up and said they will take
care of the registration by themselves later. Eventually, the reading of temperature for the
entire quarantine period was done through a LINE chat application, where the medical staff
will take it and reenter to the official system.

According to Puntarik Suwannaparb (iuw3n gassumn), Secretary to the Director of

Institute for Urban Disease Control and Prevention, Department of Disease Control, initially in
April 2020 the collection of health information like daily temperature in the first two state
quarantine institutions was done by making a call to each room and putting the numbers into
a spreadsheet (Microsoft Excel). Later, they changed to Google Form to make it more
consistent. The department has a concern about putting health information into a foreign
service so they developed their own system, called We Will Care to store the health
information locally in Thailand instead. Few months later, he said, the size of each state and
alternative quarantine facilities expanded to up to 300 rooms per facility, so the process of
making a call to each room to get the temperature can take the whole day. So the COSTE
application was introduced to let the traveler enter the temperature by themselves. % As
discussed above, we have found that, in practice, when the temperature is actually shared via
the Japan-based LINE chat app, the first purpose of the application (data localization) is not
fulfilled while the second purpose is only partially fulfilled (the medical staff no longer need
to make an individual call to each room, but they still have to reenter the data). DDC concerns
about the jurisdiction for data governance is very valid and they have tried to come up with a
solution. However, the issue is still there, as they have just moved from one foreign service
provider to another foreign service provider.

105 From a conference by the Department gf Health Service Support to clarify the use of DDC-Care and COSTE
applications on 10 August 2020. veisayszqusuamsidaumetnangu DDC - Care was COSTE dwsuanmmumneunaiidhiamiiu
Alternative Hospital Quarantine dwsugihey Inouagyndunaswdaamu [Conference on the use of DDC - Care and COSTE
applications for medical institutions joining the Alternative Hospital Quarantine for Thai and foreigners]. (n.d.)
Retrieved from https://hss.moph.go.th/show_topic.php?id=3603. nsuamivayuviamsquam ava. nsgnsramssagy. (2020). ms

szagnnams1fmueundiniu DDC-Care uaz COSTE dwsuanmmonnaiidhsuih Alternative Hospital Quarantine gwsugiheynIneuas

yrserdsmdaan Tusui 10 donan 2563 o fealszan 1 41 9 swmsnsumivayuusmsquam [Video]. Facebook.

https://www.facebook.com/Departmentofhealthservicesupport/videos/1192785294413546
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Challenges of Information Collection

One of the key challenges in information collection and use has been the social stigma
associated with the disease, which can discourage people from disclosing that they are
COVID-19 positive. In Sri Lanka, Dr. Vinya Ariyaratne, President of the Sarvodaya Shramadana
Movement, (which coordinated with government officials in providing essential supplies to
affected communities at the grassroots level), noted in a key informant interview that fear of
stigma could prevent people from disclosing that they may have COVID-19, or were exposed
through a close contact. “| would say that's the biggest challenge now because people are so
scared [that] then they'll be labelled, you know, [...] their family [will be labelled].” Dr. Ariyaratne
also noted that the identities of COVID-19 patients were exposed in the media — “The media
is one of the reasons why people are not coming forward because they think their faces will
be shown and their families will be exposed and all that. That is [..] one of the key reasons
why there is stigma.” Furthermore, he added that it is practically difficult to prevent a COVID-
19 patient’s positive status from becoming known within the immediate community. “People
will [...] find out [because] if someone from their area is in hospital [and] is detected as a COVID
patient, PHIs come [to the person’s family]. So anyway it will be known.” Dr. Ranasinghe noted
in his key informant interview that this issue had to be dealt with - “When we go to [the] field
level we ask our media colleagues not to put pictures and videos of patients to [the] media.
So likewise, that was a huge problem.” The hospital administrator also noted the problem of
the identities of patients being exposed on social media — “because of [..] the kind of
psychological impact a COVID patient has on the society, and because of the misinformation
and because of the stigma associated with it, there’s a lot of misinformation also, and there’s
a lot of leaking of information, misinterpretation, people leaking to the social media. | mean
those things would not happen, let me tell you, even with an HIV patient where there is so
much of social stigma still [it] would never happen. But things that would never happen with
things that we thought were stigmatizing are happening with COVID.”

For example, the husband of the Minuwangoda factory worker who first tested positive
for COVID-19 at the beginning of the “second wave” stated that his family was facing intense
stigma as aresult of his wife's positive test. Their daughter also tested positive for COVID-19.
“Later we learned, that various false stories about my wife and family were being circulated
on social media. [..] We can’t face society now. We feel helpless. Society regards us as if we
caused the disease.”'% Furthermore, some of the contact tracing measures such as entering
phone numbers on public transport and other establishments have caused privacy concerns,
especially among women.'”” For instance, one woman reported getting nuisance calls after
giving their phone number to an establishment, and suspects a breach of data.'®® Others have
noted how women may be more reluctant to write down their personal details where strangers
may be able to see them due to the possibility of harassment.’?°

Police Deputy Inspector General (DIG) Ajith Rohana has also stated in the media that
the stigma and discrimination associated with COVID-19 makes people reluctant to accurately

106 “Social media ruined us” - husband of Minuwangoda Brandix factory worker. (2020, 14 Oct.). Daily Mirror.
http://www.dailymirror.lk/news-features/%E2%80%9CSocial-media-ruined-us%E2%80%9D---husband-of-
Minuwangoda-Brandix-factory-worker/131-197859

107 Wahid, M. (2020, 12 Nov.). Contact tracing raises privacy concerns. Daily Mirror.
http://www.dailymirror.lk/news-features/Contact-tracing-raises-privacy-concerns/131-199697

108 |bid.

109 |bid.

41


http://www.dailymirror.lk/news-features/%E2%80%9CSocial-media-ruined-us%E2%80%9D---husband-of-Minuwangoda-Brandix-factory-worker/131-197859
http://www.dailymirror.lk/news-features/%E2%80%9CSocial-media-ruined-us%E2%80%9D---husband-of-Minuwangoda-Brandix-factory-worker/131-197859
http://www.dailymirror.lk/news-features/Contact-tracing-raises-privacy-concerns/131-199697

L}

m\\‘ LIRNEasia

. Pro-poor. Pro-market.
.

reveal their whereabouts or undertake testing, and that this causes difficulties in contact
tracing.”® However, in a case in which a suspected COVID-19 patient had escaped from
Ragama Hospital, where he was receiving treatment, the police chose to release a photograph
of the patient to the media. DIG Rohana stated that while the identities of COVID-19 patients
are not revealed to the public as a principle, there was the possibility of the disease spreading
further if the patient was not found and taken into police custody, including possibly the rise
of another cluster.”™

In Thailand, it was noted at the village level that it was impossible to conceal the
information of infected persons or people close to the infected persons, because the villagers
would finally know due to the close-knit characteristics of small villages and the fact that
everybody knew each other. The personal information protection guidelines were based on
the “public health” professional framework, i.e., non-disclosure of personally identifiable
information of the persons in quarantine. However, this was impossible at the village level for
the aforementioned reasons. One thing that could be done was to withhold the information
on individuals' symptoms or the possibility of the individuals contracting the virus. At the sub-
district/district/provincial level, the data collectors and processors were health workers who
also worked under the “public health” professional framework and did not disclose specific,
identifiable details of the infected or persons under quarantine. Only the overall number was
reported. In early April 2020 as the first state quarantine measure was abruptly enforced, 158
arriving passengers from overseas, mostly Thais, refused to comply with the measure upon
their landing at Suvarnabhumi airport, claiming lack of notification and insufficient
information. The name list of these passengers was leaked to the press, together with their
phone numbers and addresses. This led to intense bullying upon these passengers and their
families, online and offline. Notably, several mass media published this list.’?

On a general scale, privacy awareness and data protection considerations in Thailand
are low. In the context of COVID-19 pandemic, fear of the disease has tended to drive up panic
and, in certain cases, stigmatization. Data protection expert Thitirat Thipsamritkul notes that
there is an urban / non-urban difference in how privacy is viewed, with urban populations being
more skeptical of privacy-invading technologies. In terms of contact tracing applications,
while they have been developed to facilitate the lifting of lockdowns, they may backfire if there
is distrust in data collection processes.

Furthermore, some government officials in Thailand reflected that the people were not
so afraid of contracting the virus but were more afraid of being put into a 14-day quarantine
which would be a great inconvenience. It was also observed in Prachuap Khiri Khan that those
in high-risk groups who entered the area were not always easy to find. Some people hid, and
the responders had to rely on information from people in the community. Some refused to
have their body temperature taken. As a result, administrative officials (village heads) needed
to go with the team when they collected the data, or the team would have the subdistrict health
promoting hospital issue a notice (informing that the refusal to cooperate with the officials
meant violation of the law). Dr. Ariyaratne also noted that in Sri Lanka, there was fear of
mitigation measures, and this could also inhibit disclosure. For instance, there was a

110 Not divulging information makes tracing difficult - DIG Ajith Rohana. (2020, 12 Oct.). Ada Derana.
http://www.adaderana.lk/news.php?nid=68049.

111 Suspected COVID-19 patient escapes from Ragama Hospital. (2020, 7 Oct.). Ada Derana.
http.//www.adaderana.lk/news.php?nid=67854

112 For example, see ww 158 swisogluiioszaud nieusuiiuai-inda [Police get 158 names, ready to detain]. (2020, April 4).

Matichon. Retrieved from https://www.matichon.co.th/news-monitor/news_2122718
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perception that the PCR test was “painful,” and that if the person tested positive, they could
be sent to “an unknown place” for treatment, i.e. to an area that was unfamiliar to the person.
Stigmatization can also make people afraid they will be “penalized” for having COVID-19.

With regard to some of the digital solutions, it is seen that there were problems of
cybersecurity, as well as a lack of data governance frameworks. Therefore, there was a lack
of clarity in how data would be collected, accessed and used. This could undermine trust in
the apps, and possibly dissuade people from using it.

Another challenge was the difficulty of adapting quickly to handling a new and
unknown disease. Dr. Ranasinghe commented that lack of awareness about the disease
initially among people had posed a challenge. Dr. Jayatilleke noted that one of the challenges
of COVID-19 was that it was a new and unknown disease, so there is a lack of knowledge early
on about the disease. In the event of a future pandemic, early identification of the disease,
early detection and early response will be important.
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Comparisons between Sri Lanka and
Thailand

It is observed that both Sri Lanka and Thailand were able to deploy extensive and
granular public health networks on the ground and in the field for contact tracing and
quarantine monitoring. In Sri Lanka in particular, there was also a high level of collaboration
with law enforcement and the military, which was not seen to the same extent in Thailand.
While the depth and scope of these networks worked well in contributing to pandemic
response, it is possible that they may become overstretched as the disease spreads further
and further over successive waves. Recall for instance in Sri Lanka that the limited number of
PHIs meant that everyone in home quarantine could not be visited daily, and that the PHIs had
to check in with those in home quarantine over the phone. Hence, additional methods may be
required to supplement these networks, possibly through digital applications.

Both countries, however, faced challenges in attempting to deploy digital solutions.
The Stay Safe application in Sri Lanka had cybersecurity issues, which would have allowed
anyone to access the COVID status of a given NIC number using an API call. In Thailand, data
governance and data protection issues were not adequately considered prior to the launch of
an app. In Thailand, there was an attempt to address data governance issues by creating a
working group. However, this group was created only after the launch of the app, and there
was confusion over how the roles of data processor and data controller should be assigned.
The privacy policy of the app was also introduced retroactively. In addition, it was noted in the
study of Prachuap Khiri Khan Province that VHVs required support to input data into
computers due to limited computer skills. Furthermore, while the digital application launched
for VHVs by AIS is in use, there has been limited discussion on the flow of personal data in
the apps and how personal data may be protected. In addition, it was seen that some of the
applications designed for quarantine monitoring did not always work well in practice.
Therefore, while there were attempts to deploy digital solutions, both countries faced
obstacles in doing so. Furthermore, neither country has a personal data protection act in force
yet, so overarching parameters for data collection and use in both countries have not been
enforced in the form of a data protection law.

Nonetheless, ICTs were an important part of the response in both countries. In Sri
Lanka, Excel sheets were used to create databases for contact tracing by public health
officials, and for hospitals to communicate test results to the Epidemiology Unit. Excel was
used by the SPHSs in Prachuap Khiri Khan Province in Thailand to process quarantine
monitoring data and submit them to the Sub-district EOCs District Public Health Office. Excel
was initially used in state quarantine facilities as well to input data such as daily temperature.
Email was used in Sri Lanka, for example as a way of notifying the Epidemiology Unit of test
results, and for the RE communicate summaries of important information from the databases
to the RDHS. Email is also in Thailand to send CoE and Fit to Fly Health Certificates to
Alternative State Quarantine hotels. Social media applications were also used as part of the
public health response in both countries. In Sri Lanka, WhatsApp and Viber were used for
health officials to coordinate between districts during contact tracing, and to communicate
regarding test results. In Thailand, the LINE application was used in quarantine facilities and
by the VHVs for quarantine monitoring, for example to record and communicate temperature
checks. In Thailand, concerns about data localization were raised, given the use of non-Thai
applications such as LINE and Google Forms.
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The need to protect the identities of COVID-19 patients emerged in both countries. In
Sri Lanka, the necessity of preventing the exposure of the identities of COVID-19 patients to
the public outside of the health system was observed. For instance, the WhatsApp and Viber
groups used by the health officials were closed groups. In Thailand, the data was protected
within the public health system using different passwords depending on the level of authority.
However, the period of data retention for COVID-19 related data was not yet determined in
Thailand, and we were unable to find information on the period of data retention in Sri Lanka
as of the time of writing. In the Thai Chana and Stay Safe applications, the privacy policies
specified a sixty-day retention period for personal data, but the retention period for personal
data collected by other means was less clear.
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Recommendations

Using the experiences of COVID-19, it is recommended that a comprehensive policy
framework be created on the collection of personally identifiable data and information during
epidemics, for each country. This would include what kind of data can be collected, how it is
collected, how it is stored, for how long it is retained, who can access it and how the data is
accessed, purpose limitations on the use of data, and liability for data breaches. Levels of
prioritization should be determined regarding which authorities access which types of data.
Such a framework must cover and involve multiple sectors, including the health sector, law
enforcement, telecommunications and ICT regulatory bodies and agencies, and private sector
entities who are asked to collect and provide data. It should also define explicitly under what
conditions data collection would take place, include responsible individuals and a procedure
for agreeing that those conditions are met in a given situation, and when the data collection
should end. The principles from the UN Statement quoted in the Introduction could be used
as a broad starting point. In terms of the UN principles, the need to protect the privacy of
patients and close contacts is recognized in both Sri Lanka and Thailand, although challenges
have been faced in this regard. Storage and retention periods and procedures for deletion of
data could be better specified, as well as limitations of the time period and scope of data
collection and processing.

The framework in each country must be constructed taking into account the status of
existing laws, as well as the personal data protection bills, if / when they are enacted. Such a
framework has two advantages. Firstly, it sets out an action plan for data collection in
advance. During COVID-19, responders had to react quickly and “on the spot” to the novel
disease, and instructions had to be developed and deployed ad hoc. Creating a framework in
advance would make the response swifter and smoother in future. Furthermore, by explicitly
stating which data will be collected and how it will be collected, stored, and used, trust
between the responders and the general public could be increased. There have been instances
of reluctance among people to disclose information; an openly stated and known plan for
collecting, storing, and protecting that data could help mitigate some of this reluctance. The
UN principles also identify trust building and transparency as important factors in collecting,
using, and processing data.

Furthermore, the laws used to deal with epidemics in both countries could be
reconsidered. For example, the Quarantine Act in Sri Lanka could be updated to reflect the
realities of dealing with a modern-day epidemic, such as the use of digital technologies as
part of epidemic response. In Thailand, it is recommended that regulatory control is
streamlined by limiting to the law that is most applicable. The Communicable Diseases Act,
B.E. 2558 would be the law that is most specific to the pandemic control. The Emergency
Decree may be justified in the first weeks of the pandemic outbreak. But as the situation
advances and knowledge about disease control improves, it is wise to lift the Emergency
Degree that has a blanket and overarching controlling framework to avoid undermining rights
protection mechanisms that are designed in specialized laws like the Communicable
Diseases Act.

Capacity building in ICT use for the health sector should also take place, in
collaboration with the relevant telecommunications and ICT government agencies. This could
include trainings on ICT for health officials, which should encompass computer skills more
broadly, data governance principles, collecting and inputting data, and cybersecurity
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measures to keep data safe. Furthermore, the ICT infrastructures of the health sector could
be reviewed to ensure that communications and storage of data is secure. Regarding the
deployment of digital solutions for epidemic response, extensive cybersecurity testing before
the deployment of applications is vital. Furthermore, data governance structures need to be
determined in advance, using the principles for the framework mentioned in the first
recommendation.

In a pandemic, data collection and sharing are vital because authorities will need to
know who has been infected and who has been exposed. Measures should be taken to
safeguard the identities of those who are infected and exposed to the greatest extent
possible. However, as we have seen above, at the community level that it is not always
possible and that lateral surveillance and stigma from neighbors and friends is an issue. Steps
need to be taken to reduce the stigma around the virus, including public awareness and
education campaigns to reduce the stigma around the disease while acknowledging people’s
fears about the disease. Risk communication that includes specific messaging against
stigmatizing and harassing the infected and exposed could be useful in this regard, as well as
risk communication activities that address misinformation. Furthermore, media ethics
practices in terms of preserving the privacy and dignity of the infected and the exposed should
also be encouraged.

Overall, both countries have had some successes in data and information collection

during the COVID-19 pandemic. Lessons learned from successes as well as areas for
improvement should be noted and actively incorporated into preparation for future epidemics.
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Annexes

Annex 1: Key Informant Interviews

The names and designations of the key informants are given below. In the event that the
interviewee wished to remain anonymous, only a designation has been used.

Sri Lanka

e Dr. Vinya Ariyaratne - President of the Sarvodaya Shramadana Movement

e Dr. Lasantha Ranwala — Senior Registrar in Health Informatics, Ministry of Health

e Dr. Kushlani Jayatilleke — Consultant Microbiologist, Sri Jayewardenepura General
Hospital

e Consultant Community Physician

e Medical Officer: Community Health Unit, Provincial Directorate of Health Services

e Dr. Prabhath Ranasinghe — Consultant Community Physician, Matale District

e Hospital Administrator

e Dr. Abusayeed - Coordinator - special repatriation programme; Registrar in Health
Informatics, Ministry of Health

e Professor Vajira Dissanayake — Dean of the Faculty of Medicine, University of Colombo

e In depth interview — Sri Lankan returnee to Sri Lanka (returned in May 2020)

e Indepth interview — Sri Lankan returnee to Sri Lanka (returned in September 2020)

Thailand

e (N. Theera-Ampornpunt, personal communication)
Mr. Nawanan Theera-Ampornpunt, member of the working group on Thai Chana data
governance and expert on health informatics, lecturer at the Ramathibodi Medical School,
Mahidol University

e (Senior DDC official, personal communication)
Senior official at the communicable disease division, Department of Disease Control (DDC),
Ministry of Public Health

e (T. Thipsamritkul, personal communication)
Ms. Thitirat Thipsamritkul, Lecturer and data protection expert, Faculty of Law, Thammasat
University

e (N. Techaprasertsakul, personal communication)
Ms. Nantaporn Techaprasertsakul, information officer, National Health Commission Office

e K. Sukpakkul, personal communication)
Ananad qumana (Udadanialszarudidus)
Mr. Kittipong Sukpakkul (Deputy Governor, Prachuap Khiri Khan Province)

e (S. Songkram, personal communication)
gand aansw (YsznduiusTandadsyaufidus)
Mr. Suwit Songkram (Provincial Public Relations, Prachuap Khiri Khan Province)

e (J. Komol, personal communication)
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tuiis1 Tnwa (Wandhnguauaiuguisadade, Wnimmsasisugy)
Ms. Janthira Komol (Chief of Communicable Disease Control Sub-division, Public Health
Technical Officer, Prachuap Khiri Khan Province)
e (S. Thadsana, personal communication)
quu st (feasisaugudune)
Mr. Sukhum Thadsana (Assistant of Public Health Executive, Prachuap Khiri Khan Province)
e (W. Jangsitthavej, personal communication)
2t udsdnsy (F6raems sw.aa. imzwdn)
Ms. Wanida Jangsitthavej (Director of Health Promoting Hospital of Tambon Kho Lak,
Prachuap Khiri Khan Province)
e (C. Tonsakulmongkol, personal communication)
waa Auanawsna (eaw.)
Ms. Chalida Tonsakulmongkol (Village Health Volunteer: VHV, Prachuap Khiri Khan Province)
e (J. Sawang, personal communication)
50501 sz e (eaw.)
Ms. Jeerapon Sawang (Village Health Volunteer: VHV, Prachuap Khiri Khan Province)
e (S. Kaochung, personal communication)

iy v1919 (eaw.)

Ms. Sanan Kaochung (Village Health Volunteer: VHV, Prachuap Khiri Khan Province)
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Annex 2: List of Laws, Regulations, Circulars, Decrees,

Gazettes, and Guidelines relevant to COVID-19 and
information collection

Please note that this list should not be considered exhaustive.

Sri Lanka

Policies

1. The National Policy on Health Information (2017)
2. National Digital Health Guidelines and Standards [NDHGS] 2.0. (2020)

Laws, Gazette Notifications, Circulars, Guidelines

Quarantine and Prevention of Diseases Ordinance (1897)
Draft of Personal Data Protection Bill (2019)

Extraordinary Gazette No. 2197/25 (15 October 2020)

A w o bdp

Interim Summary Guidelines for Clinical Management of patients with novel
coronavirus (2019-nCoV) (26 / 01/ 2020)

5. Maintenance of a register for healthcare workers exposed to COVID-19 at health care
institutions (25 / 03 / 2020)

6. Management of Accidental Discovery of Suspected COVID-19 Patient in the Hospital
(24 /04 / 2020)

7. Guidance on Carrying Out RT — PCR Test for COVID-19 in Work Settings (04 /05 / 2020)
8. Mandatory Notification of laboratory confirmed COVID-19 cases (25/ 06 / 2020)

9. Advices for Sri Lankan Students / Nationals and other foreign nationals returning from
high risk areas of on-going Corona virus transmission (2020)

10. Quarantine measures during and after mandatory / extended quarantine period or after
discharge from isolation / intermediate care centres / hospitals during the pandemic
of COVID-19 (04/ 12/ 2020)

11. Guidance for the Home quarantine / Quarantine in non-health care settings (2020)

12. Follow up of Sri Lankan Students / Nationals and other Foreign Nationals returning
from high risk areas for ongoing Corona Virus Transmission (29 / 01 / 2020)

13. Quarantine process to be followed by all immediate contacts of a COVID-19 patient
and any person entering into the country through ports of entry during the COVID-19
pandemic situation (16 / 11 / 2020)

14. New Normal Guidelines (May 2020)
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Thailand

Laws related to data protection and data collection under health emergency

1. Emergency Decree on Public Administration in Emergency Situations, B.E. 2548

(2005) (wszswdmuamsvimsnwmsluamumsaiandy w.ea. 2548)113

2. Communicable Diseases Act, B.E. 2558 (2015) (nszsmiaajalsndade n.a. 2558)14

3. International Health Regulations, 2005""° Thailand is a member of World Health
Organization and participate in IHR. “T8 Form” for disease control at the border is
citing both Communicable Diseases Act and IHR.

4. Immigration Act, B.E. 2522 (1979) (nszsmminajanuduiies n.a. 2522)11° Section 38 requires

“House Master”, like hotel manager, to notify within 24 hours to the authority about
the stay of an alien.™’
5. National Health Act, B.E. 2550 (2007) (wszsmiaajagquamisnd w.a. 2550)'"® Section 7 and

8 stipulate confidentiality and integrity principles for personal health information and
the rights of a person over his or her own personal health information.
6. Official Information Act, B.E. 2540 (1997) (nsenminsatoyatnmsvessiwams w.a. 2540)11°

Chapter 3 stipulates obligations for a state agency, including a state enterprise, when
handling personal information of a Thai person and a non-Thai person who has a
residence in Thailand.

7. National Telecommunications Commission Announcement on the protection
measures for consumer rights in the areas of personal data, privacy, and freedom of
communication via telecommunication networks (2006) (iszm#a any. Gos masmsduasosdnd

vosflduima Tnsnmnaufofudoyadiuyana andluanududiud naziadamlumsiomsisiulaomaInsannan)'20 A
sectorial data protection law applies for the telecommunication service licensees,
including internet access provider. Location data from the telecommunication
network could be considered personal information under this law.

13 ysgswimuanmuimsssnslugammsaanifu wea 2548 (afuii 1) (2005). Retrieved from
http://web.krisdika.go.th/data/slideshow/File/1-TH-EMERGENCY.pdf.

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/1-EN-EMERGENCY.pdf

114 yszsmiinaaTandado wa. 2558 (2015). Retrieved from http://web.krisdika.go.th/data/slideshow/File/2-TH-
COMMUNICABLE.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/2-EN-COMMUNICABLE.pdf

115 World Health Organization. (2016, January 1). International Health Regulations (2005) Third Edition. Retrieved
from https://www.who.int/publications/i/item/9789241580496

16 yszsmiyganuduioswa. 2522 (1979). Retrieved from http://web.krisdika.go.th/data/law/law2/%A402/%A402-20-
9999-update.pdf Unofficial English translation: http://thailaws.com/law/t_laws/tlaw0127.pdf

17 In practice, under the normal situation, the collection of personal data at hotel check-in applies to both Thai
nationals and non-Thai nationals. Under COVID-19 situation, the requirement to obtain Certificate of Entry before
entering the country will already make the authority know in advance about the place an individual is going to
stay in their first 14 days.

118 yseamaiyafaquamuiana wa. 2550 (2007). Retrieved from
https://www.dms.go.th/backend//Content/Content_File/Information_Center/Attach/25621124013609AM_17.pd
f Unofficial English translation: http://thailaws.com/law/t_laws/tlaw0368.pdf

119 OFFICIAL INFORMATION ACT, B.E. 2540 (1997). Retrieved from
https://www.ocpb.go.th/download/pdf/act_eng_40.pdf

120 45z msnme n3sunsnents TnsmnAuIM A doanasmsfuasesdndvesdldiims Tnsmnnauiefudoyadauyana andlunruihudnd waziadnmluns

FomdetuTaomalnsannay (2006). Retrieved from http://www.ratchakitcha.soc.go.th/DATA/PDF/2549/E/088/20.PDF
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https://www.ocpb.go.th/download/pdf/act_eng_40.pdf
http://www.ratchakitcha.soc.go.th/DATA/PDF/2549/E/088/20.PDF
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8. (Not in effect until May 2021) Personal Data Protection Act, B.E. 2562 (2019)'?' A
generic personal data protection law which will apply to all industries both in public
and private sectors. Section 4 (2) exempts “operations of public authorities having
the duties to maintain state security, including financial security of the state or public
safety, including the duties with respect to the prevention and suppression of money
laundering, forensic science or cybersecurity.”

Statements, Notifications, and Orders issued using the power from Emergency Decree on
Public Administration in Emergency Situations

1. Official Statement of the Office of the Prime Minister RE : Declaration of an
Emergency Situation pursuant to the Emergency Decree on Public Administration in
Emergency Situations B.E. 2548 (2005) (uoasmsafdninuioniguued Sos malszmeanmmsaigniun
wizmwtvuamsimssmsluamumsalignidu wa. 2548) [25 March 2020]'%2

2. Declaration of an Emergency Situation in all areas of the Kingdom of Thailand (iszme
amumsaignidu lugaaitosiiianseandns) [25 March 2020, effective 26 March — 30 April
2020]'%3

3. Notification Re : Prescription of Powers and Duties of Ministers as Powers and

Duties of the Prime Minister (dszma Gos mstmuasmnmihiivossguuaiamnguinodusnnamiiivos
wwniguuas) [25 March 2020, effective 26 March 2020]'%4
4. Order of the Prime Minister (fdunoniguues)
a. Order of the Prime Minister No. 4 /2563 Re : Appointment of Supervisors,
Chief Officials and Competent Officials Responsible for Remedying the
Emergency Situation (fidmsnizuus’ i 4/2563 dos udsadiiumsifiaan imihiuiavey
wazwiinanudmihiilumsudlvamumsaianidu wa. 2548) [25 March 2020, effective 26

March 2020]'%°

b. Order of the Prime Minister No. 5 /2563 Re : Establishment of a Special Task
Force to Perform Duties in Accordance with the Emergency Decree on Public
Administration in Emergency Situations B.E. 2548 (2005) (fdwnensguuss

. ) . .
5/2563 o1 mstadanihsnudimuiieljianihinumsznssivuamsuimsnsms luaaumsaipndu .

121 ysgamriyaaduasestoyadauyana na. 2562 (2019). Retrieved from https://thainetizen.org/wp-
content/uploads/2019/11/thailand-personal-data-protection-act-2019-th.pdf Unofficial English translation:
https://thainetizen.org/docs/data-protection-cybersecurity-acts/

122 | asmsaldnimnoniguuds Gos malsgmaaammsaiandu munsgsimuamsunsaymsluaowmsaigaiu wa. 2548, (2005). Retrived from
http://web.krisdika.go.th/data/slideshow/File/01-Thai.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/01-Official_Statement.pdf

123 yJsgmanmumsaianidulunaaaiesiithywerandns. (2021). Retrieved from http://web.krisdika.go.th/data/slideshow/File/02-
Thai.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/02-Declaration.pdf

124 The Notification transferred temporarily the Ministerial powers to approve, give order, give permission,
facilitate, etc. under emergency situations from 40 laws and their subsequence regulations to the Prime Minister.
The laws include Immigration Act, Communicable Diseases Act, Emergency Medicine Act, Electronic Transaction
Act, Cybersecurity Act, Computer-related Crime Act, Digital Economy and Society Development Act, National
Health Insurance Act, and Social Security Act. dssme 3os msdmuastanihiivessguuds awnguinaiusnnamhiiveaensyuues.
(2020). Retrieved from http://web.krisdika.go.th/data/slideshow/File/03-Thai.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/03-Notification.pdf

125 Srdaunoniguus’ 1t 4/2563 Aaussdadmiumaliino imiidiuiaveusazminmudmihilumadvasmmsaianiau. (2020). Retrieved from
http://web.krisdika.go.th/data/slideshow/File/4-3-Thai.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/4-3_165158_6_2563_Eng.pdf
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yi L HRNEsts

2548) [25 March 2020, effective 26 March 2020]2¢ Established Centre for
COVID-19 Situation Administration (CCSA).
c. Order of the Prime Minister No. 6 /2563 Re : Arrangement of the Structure of
the Centre for COVID-19 Situation Administration (CCSA) (fdawnonsguuas i
6/2563 iGos misalassadwvosguirimsamumsaiinia-19) [27 March 2020]'?7
5. Regulation Issued under Section 9 of the Emergency Decree on Public Administration
in Emergency Situations B.E. 2548 (2005) (dofmua sonawanulumai 9 uransznadmuamsuims

swmsluamumsaigniau e, 2548)
a. No. 1[25 March 2020, effective 26 March 2020]'?® Item Eleven gives power to
the officers to enforce the use tracking application on mobile phone. Item
Three declares the border closure and stipulates that a person who is allowed

to enter the country must follows measures as stated in Item Eleven.

No. 2 [2 April 2020, effective 3 April 2020]"?°
No. 3 [10 April 2020]%°
No. 4 [29 April 2020, effective 1 May 2020]*

®oo o

provincial travel.
No. 6 [1 May 2020, effective 3 May 2020]'32
No. 7 [15 May 2020, effective 17 May 2020]"3

Ta =

No. 5 [1 May 2020, effective 3 May 2020]'3? — Item Five restricts cross-

No. 9 [29 May 2020, effective 1 June 2020]"*° — Item Five loosen restrictions

on cross-provincial travel, as well as a travel from outside the country, under

the conditions of disease prevention measures.

126

Retrieved from http://web.krisdika.go.th/data/slideshow/File/4-2-Thai.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/4-2_Order.pdf

127 rdanoniguuei 7t 6/2563 Aes nstalasiaduvesguivinsanmnsailada-19(2020). Retrieved from

http://web .krisdika.go.th/data/slideshow/File/4-1-Thai.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/4-1_Order.pdf

128 fotmiua sanamanuliunan 9 iimsznsdmuamsuimisrsas lugmumsaiandu we, 2548 @i 1) (2020). Retrieved from
http://web.krisdika.go.th/data/slideshow/File/RequlationTH.pdf

Unofficial English translation: http://web.krisdika.go. th/data/slideshow/FiIe/RecluIationEN.Ddf

129 Fasmua sonawanulunan 9 uiawsznadmuamsusrsnsmsluaoumaaianidu nea. 2548 @iivit 2) (2020). Retrieved from
http://web .krisdika.go.th/data/slideshow/File/5-1-Thai.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/RegulationEN-No2.pdf
130 fotmua sonmwanuluinan 9 wismszawdmuansuinissyms luanumaanniu we. 2548 @ifuii 3) (2020). Retrieved from
http://www.samutsongkhram.go.th/covid/attachments/article/54/T_0086.PDF

1371 fosmua sonamanuliunan 9 mimszrdmuamsuimsrwas lugmumsaiandu we, 2548 (@it 4) (2020) Retrieved from
http://www.samutsongkhram.go.th/covid/attachments/article/58/T_0090.PDF

132 fotmua sonmuanulunan 9 wismszswdmuansuimsnsms luaammsaaiu wa. 2548 @ifvii 5) (2020). Retrieved from
http://web.krisdika.go.th/data/slideshow/File/5_3-13-5-63-TH.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/5_3-13-5-63-EN.pdf

133 Fofmua oonawaaluinan 9 wimszswdmuansiinissyms luaaumaaniu we. 2548 @ifuit 6) (2020). Retrieved from
http://web .krisdika.go.th/data/slideshow/File/5_4-13-5-63-TH.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/5_4-13-5-63-EN.pdf

134 fofmua sonamanuliunan 9 iimszrsdmuamsuinsrsas lugmumsaiandu we. 2548 @i 7) (2020). Retrieved from
http://web.krisdika.go.th/data/slideshow/File/5_5-21-5-63-TH.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/5_5-21-5-63-EN.pdf

135 Fasmua sonawanulunan 9 uiswsznadmuanmsuirsnsmsluaommasignidu nea. 2548 @iivit 9) (2020). Retrieved from

http://www.samutsongkhram.go.th/covid/attachments/article/131/T_0044.PDF

Mmdanonsguues i 5/2563 Fes msTanunizsnuiauitedfianihiaumseswmruamsusmsnsmsluanmsainniu wa. 2548. (2020).
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i.  No. 11 [30 June 2020, effective 1 July 2020]'3¢ - Item Six gives power to the
officers to ask the venue manager or activity organizer to provide tracking
application for the purpose of the tracking of and notification to a
participation who join the gathering or any activity that may have contact risk
and there is a reasonable cause to suspect that they may have an infection.

j. No.12[30 June 2020, effective 1 July 2020]'3” - Item Two gives power to the
officers to use tracking application for the purpose of the tracking of and
notification to an individual who travel into the country and there is a
reasonable cause to suspect that they may have an infection.

6. Order of the Centre for COVID-19 Situation Administration (mdgudiimsaaumsaimsuns

sznaveslsndaidehialalsn 2019 (Tn3a - 19))

a. No. 2/2563 Re: Guidelines based on Regulations Issued under Section 9 of
the Emergency Decree on Public Administration in Emergency Situations B.E.

2548 (2005) (i 2/2563 fos nunlfidawtosmuaoonamanulunan 9 mimsensdmuamaiing
swmsluanmwmsaimaiau wa. 2563) [1 May 2020, effective 3 May 2020]'®8 Tracking

application on mobile phone is suggested as an additional measure for the
prevent of disease.

b. No. 3/2563 Re : Guidelines based on Regulations Issued under Section 9 of
the Emergency Decree on Public Administration in Emergency Situations B.E.
2548 (2005) (No. 2) (il 3/2563 ios uuntlfidamdotmuaoonaunimluna 9 udemszi

Smuamadmesmsluanumsaiandu wa. 2548 (aruii 2)) [16 May 2020, effective 17

May 2020]*° Mobile phone application as required by the authority or an
equivalent record and report measure is suggested as an additional measure
for the prevention of the disease.

c. No. 4/2563 Re : Guidelines based on Regulations Issued under Section 9 of
the Emergency Decree on Public Administration in Emergency Situations B.E.
2548 (2005) (No. 3) (it 4/2563 ios uuagiiaamdotmuasenauniulunas 9 udmszsm

fmuamadmsssms luanumsaiandu e, 2548 (aruit 3)) [29 May 2020, effective 1

June 2020]'*° Data collection and system that can trace and notify individuals
who had entered premises or used the services, after they leave the premise,
are suggested as an additional measure to prevent the disease. The
development of check-in and check-out system, queue booking system, and
online learning systems are suggested as an additional long-term measure.

136 Fofmua oonawaaluinan 9 wimszswdmuansiinrsms lurnumasianiu we. 2548 @mifui 11) (2020). Retrieved from

http://www.samutsongkhram.go.th/covid/attachments/article/171/T_0031.PDF
137 Fofmua oonawanuluinan 9 wimszawdmuansiinssms luanumsagaiu we. 2548 @ifui 12) (2020). Retrieved from
http://www.ratchakitcha.soc.go.th/DATA/PDF/2563/E/153/T_0035.PDF

Y 5 a 3 @ a 4 4 a o '
138 fdaquivimsanmmsdimaunsszinaveslsadade lhialnlsun 2019 (Iada - 19) 7 2/2563 o uuanlgiamudesmuasenamarmluman 9 wimse

swrimuansusissmsTuaaumsaignisu ne. 2548 (2020). Retrieved from
http://web.krisdika.go.th/data/slideshow/File/07-13-5-63-TH.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/07-13-5-63-EN.pdf

139 sdsquiviimnsanmunsaimsunssznavealsadamehialaliu 2019 (a3 - 19) 7 3/2563 des inndfianudeinunesnammmluman 9 wimse
swdmuamsuirissmslugaumsaigmau nea. 2548 (aiiuii 2) (2020). Retrieved from

http://www.samutsongkhram.go.th/covid/attachments/article/108/T_0050.PDF
140

fndaquinsinsanmmsainsunsszuavesTsadadehialalsn 2019 (ada - 19) 7 4/2563 des mndfianudainmnesnammmluman 9 wimsz
swdmuanmsuirssmsluaommsaigndu nea. 2548 (aiui 3) (2020). Retrieved from
http://www.samutsongkhram.go.th/covid/attachments/article/132/T_0038.PDF
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d. No. 5/2563 Re : Guidelines based on Regulations Issued under Section 9 of
the Emergency Decree on Public Administration in Emergency Situations B.E.
2548 (2005) (No. 4) (i 5/2563 o1 wifiiaamdesmuasenauanulumai 9 uswszsy

Smuamadmensms luanumsaia i we. 2548 (aruit 4)) [12 June May 2020, effective

15 June 2020]'#" Generally similar to the Order No. 4/2563 with an addition of
measures for cross-provincial transportation.

e. No. 6/2563 Re : Guidelines based on Regulations Issued under Section 9 of
the Emergency Decree on Public Administration in Emergency Situations B.E.
2548 (2005) (No. 6) (il 6/2563 iFos nuatlfiidamdotmuaoonmuniuluna 9 uimsza

Smuamadmansms luanumsaiandu e, 2548 (aruit 6)) [30 June May 2020, effective

1 July 2020]'#? Generally similar to the Order No. 4 and No. 5/2563 with CCTV
camera installation and retention of the recording for at least one month
suggested as an additional measure.

f. No.7/2563 Re : Guidelines based on Regulations Issued under Section 9 of
the Emergency Decree on Public Administration in Emergency Situations B.E.
2548 (2005) (No. 6) (il 7/2563 ios uuntlfidamdotmuasenauaiulunas 9 uiemsza

Smuamadmessms luanumsaiandu e, 2548 (aruit 6)) [30 June May 2020, effective

1 July 2020]'*? Prescribing details about measures and documents needed
for an individual in order to depart the origin country for Thailand (Certificate
of Entry, Fit to Fly Health Certificate, T8 Form self-declaration of health),
measures during the stay inside Thailand (including a requirement to install a
tracking application or any other application as the authority required), and
measure before leaving Thailand. These are the guidelines that Thailand's
Certificate of Entry Registration System (for air travel) refer to on its
website. 44

7. Notification of the Ministry of Interior Re : Permission for Certain Groups of Aliens to

Remain in the Kingdom as a Special Case (iszmansznsrsmna’lng Gos moyanaldaumiedinua

Swanegluswonndnsiuns i) 14°

. ; , )
141 Sadagudnimsaansaimsunsszuiavodlsnaarohialalng 2019 (Jada - 19) # 5/2563 iFoq nunlfiamudesmuaconamamlumai 9 umse

swdmuanmsuirssmslugaumsaigmdu nea. 2548 (aiiui 4) (2020). Retrieved from

http://www.samutsongkhram.go.th/covid/attachments/article/150/T_0028.PDF
142

fdauiimsaammsdmamssznavealsadaidehiatalsun 2019 (nda - 19) # 6/2563 foq uunlfifmudesmuasenamanuumnan 9 uiamse
swdmuanmsuirissmslugaumsaigmdu nea. 2548 (aiui 5) (2020). Retrieved from
http://www.samutsongkhram.go.th/covid/attachments/article/173/T_0037.PDF

143§ diquirdmnsanumssimsungszaveslsaaame hialaTnn 2019 (ada - 19) i 7/2563 des mumlfiimmudoimuasenamanylunas 9 uiamss
swsmuanuimsssnsluaaumsaianidu ne 2548 (aivii 6) (2020). Retrieved from
http://www.samutsongkhram.go.th/covid/attachments/article/174/T_0038.PDF

144 Thailand's Certificate of Entry (COE) Registration System (for air travel). (n.d.). Retrieved from
https://coethailand.mfa.go.th/

145 yJszmanse naranmalng Fes meeyanaliauad s manegluswerandnuiunsdimy (2020). Retrieved from
http://web.krisdika.go.th/data/slideshow/File/06-Thai.pdf

Unofficial English translation: http://web.krisdika.go.th/data/slideshow/File/Notification-ENG.pdf
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Annex 3: List of Abbreviations

Sri Lanka

CCP - Consultant Community Physician

DIG — Deputy Inspector General

GN division — Grama Niladhari division. Also known as Grama Sevaka division (GS division)
HISSL - Health Informatics Society of Sri Lanka

HPB — Health Promotion Bureau

ICTA - Information and Communication Technology Agency of Sri Lanka

IDH - Infectious Diseases Hospital. Also known as the National Institute of Infectious
Diseases

MOH - Medical Officer of Heath

NDHGS - National Digital Health Guidelines and Standards

NIC - National Identity Card (the NIC number is sometimes referred to as the “ID number” in
this report.

NOCPCO - National Operation Center for Prevention of COVID-19 Outbreak

OPD - Outpatient Department

PHI - Public Health Inspector

RDHS — Regional Director of Health Services

RE — Regional Epidemiologist

Thailand

AOT - Airports of Thailand Application

CCSA - Center for COVID-19 Situation Administration
CoE - Certificate of Entry

DDC —Department of Disease Control

DES - Ministry of Digital Economy and Society

DGA - Digital Government Agency

DPHO - District Public Health Office

EOC - Emergency Operations Center

KTB - Krung Thai Bank

PDPA - Personal Data Protection Act B.E. 2562 (2019)
PUI — Patient Under Investigation

SHPH - Sub-district Health Promoting Hospital

VHV - Village Health Volunteer
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