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LIRNEasia: a pro-poor, pro-market Asia Pacific think
tank; focus on infrastructure policy and regulation

Countries we work in

Our Mission:

“Catalyzing policy change through
research to improve people’s lives in the
emerging Asia Pacific by facilitating
their use of hard and soft infrastructures
through the use of knowledge,
information and technology”



Regional Research Overview on Data Governance
in South and Southeast Asia
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Who am I?

Co-Principal Investigator of the D4DAsia project
Senior Policy Fellow at LIRNEasia

-Tech nerd / lawyer

- Co-founder of the Centre for Internet and Society

-Fellow at Yale Information Society Project / Fundaciéon Karisma /
New America / Internet Freedom Fellow, etc.

- Principal consultant at Anekaanta
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D4DAsia project

Study across 7 countries: India, Indonesia, Nepal, Pakistan,
Philippines, Sri Lanka, Thailand (and South Korea).

Questions we asked when we launched this study
« Why are we studying data governance?
« What is "data governance"?

- How do we go about studying data governance?

« What are special considerations in developing countries in South & Southeast
Asia?
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Why is data governance important?

Because technology shapes our lives.

Important for good governance & development.

B4\ .

'.‘.\\.‘. . LIRNEasia

% .‘ q_\ Pro-poor. Pro-market,
N\



Data governance and technology

Technological advancements require social, economic, political &
legal responses

« History of privacy (confidentiality, "right to privacy", data protection)
» Evolution of transparency from "right to information” to "open data’
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Evolution of privacy with technology

« “Anyone who listens to people talking when they dislike him doing so or flee
from him will have molten lead poured into his ear on the Day of Qiyamah."[*1]

« Writing and mass media helped create and evolve the tort of breach of
confidentiality in the 1800s in the UK.

 Photography and mass media led to the landmark paper The Right to Privacy"[*2]
by Brandeis & Warren in 1890 ("right to be let alone")

» Databases led to data protection in the 1980s and 1990s.

 Publicly searchable databases led to the right to be forgotten in the 2010s.

« [*1]: Sahih Bukhari, Hadith: 7042
« [*2]: 4 Harvard L.R. 193 (Dec. 15, 1890), https://archive.org/details/jstor-1321160/
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Evolution of transparency with technology

* Right to information

o Mostly reactive transparency, with proactive transparency in some countries (like
Sections 7 and 9 of the Official Information Act in Thailand)

o Proactive tends to be smaller amounts of information, more specific

* Open data

o Proactive transparency, thanks to technology
o Large quantities of information, more general

Both are needed.
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What is "data governance"?

* Neologism
« Differently construed in different domains.

* In public policy, boils down to "public governance of data’, held by both
government and private entities.
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Systematic study of data governance: increasing
access

Increasing openness / access for citizens

Open

- Standards (in technology)

- Software (free/open source)

- Data (open govt data)

* APIs (for data exchange with tech)

» Content
o Access to scholarly literature funded by public
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Systematic study of data governance: decreasing
access

Decreasing openness / access for citizens

* Privacy / data protection

« Security
- Data {retention, localization, centres}, etc
- Data access (legal enforcement, etc.)
* Property-like rights
- Copyright / Database rights
- Harms toresearch / Al / search engines / innovation
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Comparative analysis

* EU is not the only model! Often inappropriate for developing countries.

- Even EU is rethinking regulatory approach (thanks to the Draghi report)
- State capacity, private sector compliance ability differs
- Think beyond the "Brussels Effect”
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Increasing openness: Open standards

 Important from everything from accessibility for persons with disabilities
(WCAG) to business reporting (XBRL) and tax.

o Important for G2G, G2B, and G2C, but also otherwise (“digital sovereignty”, and
vendor neutrality)

o 1SO, IEEE, W3C, IETF
* India, Indonesia, Philippines have policies.

* India, Nepal have lists of egov standards (eGIF).
* None do a perfect job. India, Indonesia, and Philippines are best examples.

* Independent open source software implementation is the "canary in the
coalmine”. (Royalty-free, open specs, open process.)
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Increasing openness: Free and open source
software

* India has multiple (natl + state) policies, and even has a govt Github-
equivalent (OpenForge).

* Intl. examples like USA (code.gov), Switzerland, Germany (and EU).
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Increasing openness: RTI

» Six countries have explicit constitutional provisions on RTI, and in India it has
been read into free speech provision.

» Sri Lanka and India provide the best examples, though in India things have
recently gone downhill in practical terms as well as legal terms.

- Non-obstante (overriding) clauses, overrides secrecy laws.
- InIndia, "PI10s should ‘record detailed reasons™ to reject.
- Individual liability for non-compliance.
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Increasing openness: Open data

 Every country except Pakistan and Nepal has a govt-run open data portal.
- In some it is more fragmented.

« Examples worth studying: One Data Indonesia (Satu Data) & India's NDSAP /
data.gov.in.

« UK among world leaders

* Interlinkages and coherence: Open data builds on top of open standards and
open source software, and is linked to data privacy, national security, and
copyright.
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Open APIs

* Needed for programmatic access.

» Useful for G2G as well as G2B & G2C.

* India: API Setu (discoverability) and "DPI".

A genuine "Digital Public Infrastructure” approach would rely
on open standards, FOSS, and open APIs.
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Decreasing openness: Data localization

* Requiring physical storage of data in the country.

« Many restrictions in India, with indirect obligations in Sri Lanka, Thailand,
and Philippines.

» Wrong approach. Legal access more important than physical access in most
cases.
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Decreasing access: Data retention

» Legal obligation on private sector to keep certain kinds of data for a
specified time period.

 Extensive requirements in India, Thailand, Philippines. More limited in
Sri Lanka.

* Needs to be balanced with data protection.
 Possibility of data breaches.
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Decreasing access: Data protection

 Data protection: A fine balance required to avoid stifling research,
free speech, innovation, archiving.

* No country strikes that balance well

« Most currently prevent search engines and Al (large language models) development.
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Decreasing access: Copyright

» Copyright: a limited property right.
« Again, a fine balance to avoid stifling free speech, innovation.
* Are search engines and Al legal??

 Text and data mining exception needed
* Broad (non-purposive) ‘fair use’ and ‘transformative use’ exceptions needed.
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Open policymaking process

* Not just transparency, but also responsiveness, public justification, and
articulation of aims and conflicts between policies and trade-offs.

* None did really well on the whole
o Specific policies / specific departments sometimes do well.

« South Africa's ‘green paper' / 'white paper' system.
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Conclusion

 80page report with far more details + country reports.

* No country or region has all the right answers. But some have better
optimized policies.

- State capacity and compliance abilities differ, so “better” is contextual.

 There are no “right solutions”, only better trade-offs.

- Govts, civil society, etc. should acknowledge these trade-offs and openly discuss
them.
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Data Governance:
Challenges, Gaps, and Opportunities, Regional context
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Findings from Data Governance Research in Thailand
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Assoc. Prof. Dr. Jompon Pitaksantayothin
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